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INTRODUCTION

The U.S. Intelligence Community (IC) relies on data in order to accomplish its
mission, and in recent years, the intelligence community acquires much of that
data through commercial purchases. Some Members of Congress and civil soci-
ety groups have expressed justifiable concerns about the major implications to
civil liberties, privacy, and government surveillance as a result of these pur-
chases. However, less focus has been paid to another critical issue: when that data
is biased, incorrect, or incomplete—unintentionally or through adversary action—it
can cause exceptional damage to national security. To date, the federal government
has done little to secure its “information supply chain” from this risk. Several recent
security incidents along the physical supply chain and inside contractors’ informa-
tion systems present instructive warnings on the importance of protecting the secu-
rity of the data acquired through commercial purchases.

In 2018, the French newspaper Le Monde Afrique published a story alleging
that the People’s Republic of China (PRC) had been transferring data from the
recently constructed African Union headquarters to a server in Shanghai.' Both
the PRC government and the African Union publicly denied the story.” The PRC
had contributed $200 million dollars in order to construct the project, and much
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of the electronics in the building came from the PRC technology company
Huawei.? Public suspicion of Huawei—and a belief that the company represents
a threat to national security—has grown in the United States and allied nations
since that time.*

The Russian software-security company Kaspersky has also faced its share of
suspicion. Its CEO worked for Russian military intelligence and still maintained
close social relationships with senior intelligence officials as of 2015.° Some
employees have claimed that Kaspersky was using customer data to support
Russia’s Federal Security Bureau in criminal investigations.®

Of course, U.S. companies have faced similar criticism.” John Suffolk, a security
executive at Huawei, needled U.S. companies on his blog in the wake of the National
Security Agency’s 2013 leaks: “[S]hould all other Governments ban American tech-
nology companies, especially Cisco and Juniper[,] given their position in critical infra-
structure?”® While some people in the United States have been critical of Kaspersky’s
CEQ's ties to Russian intelligence, U.S. artificial intelligence (Al) company OpenAl
recently appointed Paul Nakasone, a former Director of the National Security Agency
(NSA) and a key leader in the U.S. IC, to its Board of Directors.’

These vignettes reflect the reality that cybersecurity and national security are
inextricably connected.'® Security concerns are seen in both hardware (like concerns
with Huawei equipment) and software (like concerns with Kaspersky security pro-
grams). Because of the ubiquity of computers, even countries that attempt to remain
neutral in power struggles between strategic rivals like the United States, the PRC,
and Russia still end up implicitly picking sides when their governments procure
hardware and software.""

3. Karishma Vaswani, Huawei: The Story of a Controversial Company, BBC (Mar. 6, 2019), https://
perma.cc/G2QT-JUBR. Vaswani points out that “[t]here is no evidence to indicate that Huawei’s
telecoms network equipment was ever used . . . to gain access to the data of their customers.” /d.

4. See id.; see also Noah Berman, Lindsay Maizland & Andrew Chatzky, I's China’s Huawei a Threat
to U.S. National Security?, COUNCIL ON FOREIGN RELS. (Feb. 8, 2023), https://perma.cc/FV98-S8H2.

5. Carol Matlack, Michael Riley & Jordan Robertson, The Company Securing Your Internet Has
Close Ties to Russian Spies, BLOOMBERG NEWS (Mar. 20, 2015), https://perma.cc/P3MB-C8TP.

6. Id. Assuming this is true, this would hardly be unique to Russia. For example, in the United States,
the Communications Assistance for Law Enforcement Act, 47 U.S.C. §§ 1001-1010, requires
telecommunications carriers assist the government in intercepting communications and call-identifying
information in response to “a court order or other lawful authorization.” § 1002(a)(1)—(2).

7. E.g., Duosaho IT Jutou Shi Meiguo Wangluo Jianting de Xiao Huoban? (Z/VITE k2 3 [E M4
WEWT RS/ INMKFED) [How Many IT Giants Are Partners in U.S. Internet Eavesdropping?], XINHUA (China)
(Aug. 19, 2015), https://perma.cc/Q742-ACAK. Xinhua is a state-owned news agency controlled by the
PRC government. China, REPORTERS WITHOUT BORDERS, https://perma.cc/F7K8-DUHS.

8. John Suffolk, PRISM: Backtracking, Justifications, and the Shitty Shoe Shuffle, But How Will the
World Respond?, JOHN SUFFOLK (June 14, 2013), https://perma.cc/2Y7N-Q67B.

9. OpenAl Appoints Retired U.S. Army General Paul M. Nakasone to Board of Directors, OPENAI
(June 13, 2024), https://perma.cc/D73Q-LQCX.

10. See Jeremy Wagstaff, Sinead Carew & Jim Finkle, For Cisco and Huawei, a Bruising Rivalry
Reaches Stalemate, REUTERS (Nov. 22, 2013), https://perma.cc/C586-9H8A (“The rivalry [between
Cisco and Huawei] reflects how intertwined the communications industry has become with growing
concerns about security.”).

11. See Richard Fontaine, The Myth of Neutrality, FOREIGN AFFS. (July 12,2023).
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As aresult, the U.S. government has taken steps to ensure the integrity of its
critical infrastructure and national security systems.'> Some of these controls
simply direct how government agencies or employees protect their own sys-
tems.'> Even these controls, however, can be difficult to implement: the
Department of War (“DoW”),'* arguably the controller of the infrastructure
most critical to national security, has been seeking a legislative waiver to anti-
Huawei procurement controls since 2019."> Others seek to protect the U.S.
people directly by imposing broad prohibitions against anyone in the United
States acquiring potentially malicious software.'®

12. For examples of software controls, see infra Section I.A. For examples of hardware controls, see
infra Section I.B.

13. E.g., No TikTok on Government Devices Act § 102, Pub. L. No. 117-328, 136 Stat. 5258, 5258—
59; FAR 39.001(a) (2025) (applying security controls when some kinds of information technology are
procured “by or for the use of agencies”). FAR Part 39 has numerous statutory bases, including the
Rehabilitation Act of 1973, see 86 Fed. Reg. 44229, 44229 (Aug. 11, 2021), and the Information
Technology Management Reform Act of 1996. See 61 Fed. Reg. 41467, 41467 (Aug. 8, 1996).
Therefore, it is likely to survive the FAR overhaul. See infra note 28. Although there has been some
change to the applicability language, FAR Section 39.001 in the Federal Acquisition Regulatory
Council’s (FAR Council) deviation guidance is essentially the same standard, making FAR Part 39
applicable when “acquiring information and communication technology.” FAR Overhaul - Part 39,
ACQUISITION.GOV, https://perma.cc/6Z9S-FWFQ.

14. On September 5, 2025, President Trump signed an Executive Order “authoriz[ing] the use” of
the term “Department of War” as an “additional secondary title” for the Department of Defense.
Exec. Order No. 14,347, 90 Fed. Reg. 43893, 43893 (Sept. 10, 2025). However, this authorization
was subject to a proviso that the term should not be used if it would create “confusion with respect to
legal, statutory, or international obligations,” and stated that “[s]tatutory references to the
Department of Defense ... shall remain controlling until subsequently changed by law.” Id. In this
Note, I have retained the terminology used in all quotations no matter which term the source uses.
Additionally, I have used the terms “Department of Defense” or “DoD” when citing statutes which
use that term, such as National Defense Authorization Acts. However, in other contexts, I have used
the terms “Department of War” or “DoW,” since doing so in this context is unlikely to “create
confusion.” See id. As of September 20, 2025, “defense.gov” now redirects to “war.gov.” U.S. DEP’T
OF WAR. However, I have not altered any URLs in this Note, because most of the URLs I tested did
not work on the “war.gov” second-level domain; for example, neither “dodcio.war.gov” nor
“dowcio.war.gov” resolves to an actual website as of September 20, 2025; “dodcio.defense.gov” is
still the only working URL for that office. See CHIEF INFO. OFFICER, U.S. DEP’T OF WAR (last visited
Sept. 20, 2025), https://perma.cc/FE6J-4DSL. Lastly, in citations for which the Department is the
institutional author, I have given the Department’s name ‘“as it appears on the publication” as
recommended by The Bluebook. THE BLUEBOOK: A UNIFORM SYSTEM OF CITATION R. 15.1, at 154
(Columbia L. Rev. Ass’n et al. eds., 22d ed. 2025).

15. Jeff Butts, Pentagon Says It's Impossible to Ditch Huawei Telecom Gear — Officials Beg
Congress for Waiver from Chinese Sanctions, ToM’s HARDWARE (July 5, 2024), https://perma.cc/
NEQ3-XN5V. For more information on the Huawei ban for which the DoW is seeking a waiver, see
infra note 63 and accompanying text.

16. E.g., Final Determination: Case No. ICTS-2021-002, Kaspersky Lab, Inc., 89 Fed. Reg. 52434,
52437 (June 24, 2024) (prohibiting Kaspersky from engaging in certain identified transactions with
U.S. persons).
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However, because much of the U.S. government’s activities are conducted by
and through contractors,'” especially in the defense'® and intelligence'® sectors,
Congress and the Executive Branch have established security controls which
extend beyond the government through procurement policies to control how con-
tractors can source materials, set up their networks, and more. Although most of
these controls help the entire government, many have specifically helped keep
the IC safe by reducing the risk of cyber attacks.?

Compared to these security controls for hardware and software, there are rela-
tively few security controls to ensure the integrity of data itself, the lifeblood of
intelligence analysis and production.?' This is especially concerning for data that
the IC purchases to accomplish its national security missions—as opposed to
data collected through more traditional intelligence disciplines, such as signals
and human intelligence.?? Because of the increasing importance that this com-
mercially available information (CAI) has for the IC, especially in terms of its
use in training Al models, this regulatory void may pose risks to national security.
This Note examines the advantages, disadvantages, and implications of potential
procurement controls for data brokers and other information resellers* that pro-
vide CAl to the IC.

17. See Spending Explorer, U.S. DEP’T OF TREASURY BUREAU OF THE FISCAL SERV., https://perma.
cc/D2ZQ-R5LT. According to the Department of the Treasury, the federal government budget for
“[c]ontractual services and supplies” was 13.8% in fiscal year 2017, 14.2% in fiscal year 2018, 13.9% in
fiscal year 2019, 11.5% in fiscal year 2020, 11.4% in fiscal year 2021, 11.9% in fiscal year 2022, and
10.3% in fiscal year 2023. Id.

18. In fiscal year 2022, the DoW spent 49% percent of its total budget ($389.5 billion out of
$795.7 billion) on contracts for products and services. U.S. DEP’T OF DEF. OFF. OF LOCAL DEF. CMTY.
CoO0P., DEFENSE SPENDING BY STATE: FISCAL YEAR 2022, at 3 (Oct. 2023). The defense industrial base—the
large network of companies supporting the Department of War’s key priorities—consists of more
than 300,000 companies. MICHAEL G. MCLAUGHLIN & WILLIAM J. HOLSTEIN, BATTLEFIELD CYBER
128 (2023).

19. See generally L. ELAINE HALCHIN, CONG. RSCH. SERV., R44157, THE INTELLIGENCE COMMUNITY
AND ITS USE OF CONTRACTORS: CONGRESSIONAL OVERSIGHT ISSUES (2015).

20. Although not truly a procurement policy, the National Security Agency’s Cybersecurity
Collaboration Center provides free cybersecurity services to DoW contractors to assist with meeting the
Department’s cybersecurity goals. NSA, NATIONAL SECURITY AGENCY CYBERSECURITY SERVICES 1,
https://perma.cc/JL7L-JUFD. According to the NSA, that program has blocked one billion “instances of
known malicious or suspicious cyber activity” and “identified over a million network vulnerabilities.”
Id. For more details on this program, see infra notes 57-59 and accompanying text.

21. OFF. OF DIR. OF NAT’L INTEL., THE IC DATA STRATEGY 2023-2025, at i (“Data, and our ability to
manage it properly, is fundamental to our work and to maintaining our advantage in an increasingly
complex and interconnected global security environment.”).

22. Examples of information collected pursuant to lawful authority would include intelligence
collected by the CIA pursuant to 50 U.S.C. § 3036(d)(1) and (3), or the Foreign Intelligence
Surveillance Act, 50 U.S.C. §§ 1801-1885a.

23. The terms “data broker” and “information reseller” have a largely overlapping meaning. See
U.S. GOV’'T ACCOUNTABILITY OFF., GAO-13-663, INFORMATION RESELLERS: CONSUMER PRIVACY
FRAMEWORK NEEDS TO REFLECT CHANGES IN TECHNOLOGY AND THE MARKETPLACE 2 (2013). However,
the term “data broker” often implies that the organization sells individuals’ personal information. See,
e.g., VT. STAT. ANN. tit. 9, § 2430(4)(A) (“‘Data broker’ means a business ... that knowingly collects
and sells or licenses to third parties the brokered personal information of a consumer with whom the
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Part I will briefly explore the landscape of traditional security controls in fed-
eral procurement, with a focus on cybersecurity requirements and supply-chain
management. Part II of this Note will discuss the IC’s use of information tools,
particularly CAI and Al—at least to the extent that such information is available
in the public domain. Lastly, Part III will discuss the merits of various legislative
or regulatory approaches to security controls when dealing with information
resellers to procure CAI, especially when that information will be used to train Al
systems. This Note will analyze three approaches: data provenance requirements;
disclosure of foreign ownership, control, or influence; and vendor certification
programs.

I. LANDSCAPE OF SECURITY CONTROLS IN FEDERAL PROCUREMENT

Within the procurement context, broadly speaking, most federal government
efforts to safeguard systems from cyber threats can be classified as either cyberse-
curity standards or supply-chain management procedures.** This Part will explore
some federal procurement controls for both.

Admittedly, some controls may be more political than practical. For example,
the National Defense Authorization Act (NDAA) for fiscal year 2022 included a
section prohibiting the DoD or its contractors from acquiring personal protective
equipment from North Korea, the PRC, Russia, or Iran.” It is difficult to imagine
that restriction focused on those countries was motivated by anything but ideol-
ogy. While Congress has repeatedly emphasized that national security concerns
underlie its recent efforts to “ban” TikTok,*® there is still criticism that the

business does not have a direct relationship”). This Note uses the term “information reseller” because
CAI sold to the IC consists of more than just personal information.

24. Obviously, other security controls also contribute to a successful information-security program.
Two prominent examples include physical security and the security clearance process. However, those
processes existed before the rise of “information security,” so they are not fairly characterized as
responses to the current threat environment. Compare Dakota Murphey, A History of Information
Security, IFSEC INSIDER (June 27, 2019), https://perma.cc/XY6M-URP7 (identifying the 1960s as the
beginning of information security), with Exec. Order No. 9,835, 12 Fed. Reg. 1935 (establishing an
“employees loyalty program” for the federal government in 1947), and History of Locks, HIST. OF KEYS,
https://perma.cc/XX6D-BYYE (explaining that locks originated over six thousand years ago in Ancient
Egypt).

25. National Defense Authorization Act for Fiscal Year 2022, Pub. L. No. 117-81, § 802, 135 Stat.
1541, 1549. [hereinafter NDAA FY 2022].

26. See Sapna Maheshwari & Amanda Holpuch, Why the U.S. Is Forcing TikTok to Be Sold or
Banned, N.Y. TIMES (May 8, 2024), https://perma.cc/MT73-HJTE (“Lawmakers ... have increasingly
expressed concern that TikTok and its parent company, ByteDance, may put sensitive user data, like
location information, into the hands of the Chinese government. .. . They are also worried that China
could use TikTok’s content recommendations to fuel misinformation.”); see also Caitlin Yilek, Why
U.S. Officials Want to Ban TikTok, CBS NEWS (Apr. 24, 2024, 5:17 PM), https://perma.cc/ZU9X-SS6R.
The constitutionality of the TikTok “ban” was recently upheld by the Supreme Court. TikTok Inc. v.
Garland, 145 S. C. 57 (per curiam). However, it now appears unlikely to be executed. See Drew
Harwell, Inside TikTok’s Frantic Scramble to Halt U.S. Ban, WASH. POST (updated Jan. 24, 2025 1:
17pm), https://perma.cc/6JR5-WFKV (“On his first night back in the Oval Office, Trump issued an
executive order directing the Justice Department to take no action against TikTok’s service providers
for 75 days ... .”); Exec. Order. No. 14,166, 90 Fed. Reg. 8611 (Jan. 30, 2025); Exec. Order No. 14,258,
90 Fed. Reg. 15209 (Apr. 9, 2025) (extending the nonenforcement until June 19, 2025). As this Note
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primary motivation is establishing political or ideological viewpoint-based limi-
tations on protected speech or jingoistic paranoia about China’s threat to the
United States. *’

A. Cybersecurity Standards

Two of the most significant cybersecurity standards which apply to govern-
ment contractors are the Federal Risk and Authorization Management Program
(FedRAMP) and the Cybersecurity Maturity Model Certification (CMMC). In
addition to these two programs, the Federal Acquisition Regulation (FAR)* pro-
vides some cybersecurity standards applicable to contractors along with addi-
tional regulations introduced in the NDAA for fiscal year 2025.*° Although not
mandatory, the NSA also provides free cybersecurity services to DoW contrac-
tors. This Section will discuss each of these programs.

In recent years, “the cloud” has been increasingly advertised as a cost-effective
and reliable means of data storage.’® Although the term might imply that data is

goes to press, the fate of TikTok and the “ban” is still up in the air, but it appears that the ban will not be
implemented. See, e.g., Drew Harwell, Trump and Xi Bless Long-Awaited Deal to Spin off U.S. TikTok,
‘WASH. PosT (Sept. 19, 2025 1:38pm).

27. E.g., Press Release, ACLU, ACLU Slams House for Latest Plan to Ban TikTok and Stifle Free
Speech (Mar. 5, 2024), https://perma.cc/47BH-EZY9 (accusing Congress of “attempting to trade our
First Amendment rights for cheap political points during an election year”); Nathan J. Robinson, The
Plan to Ban TikTok is Outright Xenophobia, CURRENT AFFS. (Mar. 14, 2024), https://perma.cc/Y XX5-
MZGK.

28. The Office of Federal Procurement Policy and the FAR Council are currently in the midst of a
“Revolutionary FAR Overhaul,” which is intended in part to “remove most non-statutory rules.”
Revolutionary FAR Overhaul, ACQUISITION.GOV, https://perma.cc/4QQ3-G668; see also Exec. Order
No. 14,275, 90 Fed. Reg. 16447 (Apr. 18, 2025). All references to FAR provisions were accurate when
this Note went to press, but many changes are likely to occur. The FAR Council has published “FAR
Part Deviation Guidance” showing the changes to the FAR that the Council intends to introduce via
“formal rulemaking.” FAR Overhaul - FAQs, ACQUISITION.GOV, https://perma.cc/ZY59-8M6U (answer
to “Q: How will the transition to the new codified streamlined FAR take place?”). For FAR Parts where
deviation guidance showing the FAR Council’s intended amendments have been published, this Note
will also indicate whether the provisions are retained or removed in that guidance.

Despite the FAR Council’s use of the term “formal rulemaking,” the requirements imposed by statute
for FAR amendments are much more similar to the notice-and-comment procedures frequently called
“informal rulemaking” under the Administrative Procedure Act (APA). See informal rulemaking,
CORNELL L. ScH. LEGAL. INFO. INST., https://perma.cc/6369-EAXL. Compare 41 U.S.C. § 1707
(rulemaking procedures for the FAR), with 5 U.S.C. § 553 (informal rulemaking procedures under the
APA). I provide my independent analysis on the survivability of FAR provisions because the notice-
and-comment process may result in retention or removal of provisions in ways the deviation guidance
does not predict. Therefore, when FAR provisions are discussed, I will indicate whether they have a
statutory basis; provisions with a statutory basis are likely to survive the FAR overhaul, whereas
provisions without such a basis are likely to be eliminated during the overhaul.

29. For a comprehensive list of changes to government procurement made by this NDAA, see
generally The FY 2025 National Defense Authorization Act: Key Provisions Government Contractors
Should Know, CROWELL (Jan. 7, 2025) [hereinafter FY 2025 NDAA Key Provisions], https://perma.cc/
C3GB-75K6. FAR provisions implementing the NDAA have a statutory basis and are likely to survive
the FAR overhaul. See supra note 28.

30. See Kevin McGillivray, FedRAMP, Contracts, and the U.S. Federal Government's Move to
Cloud Computing: If An 800-Pound Gorilla Can’t Tame the Cloud, Who Can?, 17 COLUM. ScCI. & TECH
L. REv. 336, 33940 (2016).
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stored in some special or unique way, many people have joked about the reality
that cloud-based storage is just storage on a server owned by someone else.”!
Despite such levity, the cloud remains a popular data-storage solution, including for
the federal government generally’ and the IC specifically.”> Cloud computing
presents risks, though, in large part because of its key strength: someone else—almost
always a contractor—is storing, protecting, and managing your data.** The U.S. gov-
ernment has addressed many of these problems through FedRAMP, which was ini-
tially established in 2011*° and was codified as part of the NDAA for fiscal year
2023.%° Although there are many steps and organizations involved in the FedRAMP
program,’’ the FedRAMP program essentially requires prospective cloud providers to
demonstrate compliance with a uniform set of security protocols on an initial basis
and allows that initial certification to be adopted by any federal agency.* The “guid-
ing principle” of the program is “reuse: do once, use many times.”*

In contrast to FedRAMP’s relatively narrow focus on cloud providers, the
DoW has adopted CMMC* for contractors and subcontractors in the defense
industrial base (DIB) who handle “Federal Contract Information (FCI) [or]
Controlled Unclassified Information (CUI).”*' As early as 2017, the DoW
required contractors to abide by the same standards via a provision in the Defense
FAR Supplement (DFARS);* in 2020 “CMMC 1.0” was adopted as an interim

31. E.g., id. at 339 (quoting the Free Software Foundation’s quip that “[t]here is no cloud—just other
people’s computers”); The Cloud, XKCD, https://perma.cc/NCJ6-MMSK (joking that all cloud providers
are ultimately buying time from a single small and precariously positioned server).

32. See After a Recent Hacking—What Are the Risks and Rewards of Cloud Computing Use by the
Federal Government?, GAO WATCHBLOG (Aug. 10, 2023), https://perma.cc/AT3U-V4E7 (identifying
that the State Department and the Departments of Homeland Security, Treasury, Labor, and Agriculture
had all used cloud computing services); see also McGillivray, supra note 30, at 350-54 (providing a
brief history of federal government cloud computing strategy).

33. OFF. OF DIR. OF NAT’L INTEL., STRATEGIC PLAN TO ADVANCE CLOUD COMPUTING IN THE
INTELLIGENCE COMMUNITY 1 (June 26, 2019) (describing a “plan to address growing requirements for
diversified cloud computing capabilities across the IC”).

34. McGillivray, supra note 30, at 342-43.

35. Learn What FedRAMP Is All About, FEDRAMP, https://perma.cc/JUX7-88T6.

36. Id.; James M. Inhofe National Defense Authorization Act of 2023, Pub. L. No. 117-263, § 5921,
136 Stat. 2395 (codified at 44 U.S.C. §§ 3607-3616).

37. For a comprehensive explanation of the steps and organizations, see McGillivray, supra note 30,
at 354-57.

38. A FedRAMP Overview: Introduction, FEDRAMP, https://perma.cc/QPS7-MZUS.

39. 1d.

40. 32 C.F.R. pt. 170 (2025).

41. Id. § 170.1(a); CMMC Model, DEP’T OF DEF. OFF. OF CHIEF INFO. OFFICER, https://perma.cc/
QQ2A-UGF7. The federal government’s adoption of the CUI framework in 2010 has resulted in a
torturously long and convoluted implementation that is inconsistent across federal agencies. See
generally INTEL. & NAT’L SEC. ALL., COMPLEX, CONFUSING, AND COSTLY: CHALLENGES IMPLEMENTING
THE GOVERNMENT’S CONTROLLED UNCLASSIFIED INFORMATION PROGRAM (October 2021). For the
definition of FCI, see infra note 48. CUI is defined in part as information “that an entity creates or
possesses for or on behalf of the Government, that a law, regulation, or Government-wide policy
requires or permits an agency to handle using safeguarding or dissemination controls.” 32 C.F.R. §
2002.4(h) (2025).

42. DFARS 252.204-7012 (2025); Orlee Berlove, What Is DFARS 252.204-7012 and Why Is It
Important?, PREVEIL (Jan. 22, 2024), https://perma.cc/335B-AXMA.
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rule.*® “CMMC 2.0” went into effect on December 16, 2024** and was published
as a final rule on September 10, 2025.*> CMMC was created to provide the DoW
with pre-contract-award verification that contractor systems had satisfactory
cybersecurity standards in line with the cybersecurity standards published by the
National Institute of Standards and Technology (NIST) in NIST Special
Publication 800-171.¢ Cybersecurity vulnerabilities in DIB contractor systems
can serve as a foothold for adversaries to gain access to military research and de-
velopment,*” and the DoW hopes to prevent these incidents through CMMC.*

FedRAMP and CMMC share several noteworthy features. First, both FedRAMP
and CMMC utilize third-party assessments in order to evaluate the enormous num-
ber of contractors covered by the programs without requiring the General Services
Administration (GSA), NIST, or the DoW to inspect each program.*’ Second, both
programs require some kind of review of foreign ownership, control, or influence
(FOCT) as part of the process.™

Other than FedRAMP and CMMC, there are a few discrete statutory or regulatory
schemes. The FAR’s sole cybersecurity requirement, located in FAR 4.1902-.1903,
requires the inclusion of the Basic Safeguarding of Covered Contractor Information

43. About CMMC, DEP’T OF DEF. OFF. OF CHIEF INFO. OFFICER, https://web.archive.org/web/
20240609200610/ https://dodcio.defense.gov/CMMC/About.

44. Daniel P. Graham, Jessica McGahie Sawyer & Brian Long, Are We There Yet? DoD Issues Final
Rule Establishing CMMC Program, MCDERMOTT WILL & EMERY (updated Dec. 19, 2024), https://
perma.cc/8QMC-MDZR. This “Insights” article by Graham, McGahie Sawyer, and Long provides a
very in-depth look at CMMC 2.0 and its implementation requirements. Although most sources discuss
the CMMC update as “CMMC 2.0,” e.g., id., the version of the CMMC overview posted on Regulations.
gov as of mid-2024 was labeled as 2.11. CYBERSECURITY MATURITY MODEL CERTIFICATION (CMMC)
MODEL OVERVIEW, DEP’T OF DEF. OFF. OF CHIEF INFO. OFFICER at title page (2023), available at https://
perma.cc/7PBR-45GD (posted Dec. 26, 2023). Officially, “CMMC 2.0,” as adopted in the Federal
Register and published in the Code of Federal Regulations, does not have a version number. 89 Fed.
Reg. 83092, 83166 (Oct. 15, 2024) (“There is no version number in the title of the CMMC Program.
Terms such as versions 1.0 or 2.0 have previously been used in DoD’s public engagements as a
colloquial way to communicate differences in content as the program has evolved.”).

45. Defense Federal Acquisition Regulations Supplement: Assessing Contractor Implementation of
Cybersecurity Requirements (DFARS Case 2019-D041), 90 Fed. Reg. 43560 (Sept. 10, 2025) (to be
codified at DFARS 204.75).

46. 32 C.F.R. § 170.1(c) (2025); CMMC Model, supra note 41. See generally NAT'L INST. OF
STANDARDS & TECH., SPECIAL PUBLICATION 800-171R3 (2024) (providing detailed cybersecurity
standards across seventeen categories).

47. See generally MCLAUGHLIN & HOLSTEIN, supra note 18, at 127—46.

48. Reginald M. Jones & Mary Mikhaeel, Cybersecurity: How to Successfully Navigate CMMC and
the DFARS, 55 PROCUREMENT LAW., Summer 2020, at 1, 1.

49. Assessors, FEDRAMP, https://perma.cc/KYZ3-2J9C; CMMC Assessments, DEP’T OF DEF. OFF.
OF CHIEF INFO. OFFICER, https://perma.cc/JB8D-MTSF.

50. FedRAMP requires “[a]n assessment and review of supplier risk include[ing] security and supply
chain risk management processes, foreign ownership, control or influence (FOCI), and the ability of the
supplier to effectively assess subordinate second-tier and third-tier suppliers and contractors” for both
high-baseline and moderate-baseline cloud service providers. FedRAMP Security Controls Baseline,
FEDRAMP at cell F404, “Moderate Baseline” Sheet at cell F319 (available at https://perma.cc/3QJT-
9L.99); see also 44 U.S.C. § 3612 (requiring FedRAMP’s third-party assessors to annually submit FOCI
information to the GSA). CMMC contains FOCI requirements for both the accreditation body, 32 C.F.R.
§ 170.8(b)(5) (2025), and third-party assessment organizations, id. § 170.9(b)(5).
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Systems Clause® containing fifteen specific information-security requirements
when a contractor’s information system “may contain Federal contract informa-
tion.”* The federal government has also taken steps to secure the software supply
chain by encouraging agencies to ask developers for software bills of materials,”
which are essentially ingredient lists describing software components.” The idea
behind these requirements is that by identifying the subcomponents in software,
agencies can better protect themselves from vulnerabilities—or at least better under-
stand what their vulnerabilities are.” In the NDAA for fiscal year 2025, Congress
required certain government contractors “dealing with commercial . .. or noncom-
mercial computer software” to disclose whether they are required to disclose cyber-
security vulnerabilities to the PRC, and if so, to provide information on the process
for disclosing those vulnerabilities.™

One other program deserves a mention. The NSA Cybersecurity Collaboration
Center offers an optional, free set of cybersecurity services for DIB contractors.”’
This program provides three core services: a protective domain name system
(DNYS) filter, an attack-surface management service to identify network vulner-
abilities, and a threat-intelligence collaboration program to share “non-public,

51. FAR 52.204-21(2025). This “clause is not necessary to implement statute.” Federal Acquisition
Regulation; Basic Safeguarding of Contractor Information Systems, 81 Fed. Reg. 30439, 30444 (May
16, 2016). Therefore, this clause does not have a statutory basis and is not likely to survive the FAR
overhaul. See supra note 28. This clause was not included in the deviation guidance published by the
FAR Council for Part 52. See Part 52 - Solicitation Provisions and Contract Clauses, ACQUISITION.GOV
(Sept. 18, 2025), https://perma.cc/82KF-CUL9.

52. “Federal contract information” is defined as “information, not intended for public release, that is
provided by or generated for the Government under a contract to develop or deliver a product or service
to the Government, but not including information provided by the Government to the public (such as
that on public Web sites) or simple transactional information, such as that necessary to process
payments.” FAR 4.1901 (2025); see also DEP’T OF DEF. OFF. OF CHIEF INFO. OFFICER, supra note 41 and
accompanying text (discussing CMMC’s applicability to contractors dealing with federal contract
information). Although this definition has no statutory basis, it is a term which is necessary to
understanding the requirements of the FAR; therefore I believe it is likely to survive the FAR overhaul.
See supra note 28. The FAR Council has moved this definition to Subpart 40.3 in its deviation guidance.
See FAR Overhaul - Part 40, ACQUISITION.GOV, https://perma.cc/38VY-2CCU.

53. Guidance from the Office of Management and Budget permitting agencies to request software
bills of materials was published in September of 2022. OFF. OF MGMT. & BUDGET, EXEC. OFF. OF THE
PRESIDENT, OMB MEMO NO. M-22-18, ENHANCING THE SECURITY OF THE SOFTWARE SUPPLY CHAIN
THROUGH SECURE SOFTWARE DEVELOPMENT PRACTICES (2022). The term is defined in Executive Order
14,028, 86 Fed. Reg. 26633, 26646 § 10(j) (May 17, 2021).

54. Georgianna Shea & Annie Fixler, ‘SBOM’ Disclosure Rules Loom for Federal Software
Procurement, FED. TIMES (Oct. 24, 2022), https://perma.cc/SQVA-28BA. Shea and Fixler seem to
believe that OMB required agencies to collect both self-attestations and software bills of materials, see
id. (“Congress and the Biden administration are pushing mandates on federal agencies to require
SBOMs for all software products these agencies purchase.”), but the OMB Memo itself makes clear that
agencies are required to collect self-attestation and permitted to collect software bills of materials. See
OFF. OF MGMT. & BUDGET, supra note 53, at 3—4 (stating that “agencies are required to obtain a self-
attestation,” but that “a Software Bill of Materials (SBOMs) may be required by the agency”).

55. Shea & Fixler, supra note 54.

56. Servicemember Quality of Life Improvement and National Defense Authorization Act for Fiscal
Year 2025, Pub. L. No. 118-159, § 839(1)(A)(iv)(II) [hereinafter NDAA FY 2025].

57. DIB Cybersecurity Services, NSA, https://perma.cc/JVV9-76JE.
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DIB-specific threat intelligence.”*® While this program is not a cybersecurity pro-
curement control per se, it exists as part of the overall defense cybersecurity-
control ecosystem, and the NSA believes that participation “may help companies
meet several NIST [Special Publication] 800-171 requirements,” which are at the
heart of CMMC.””

B. Supply-Chain Management

The general objective of supply-chain management ““is to ensure continuity of
business operations in the area of supply,” thus “reducing uncertainty and risk in
operations.”® However, in terms of national security, supply-chain management
also helps prevent “the greatest indirect threat to federal [information technology
(IT)] systems” by preventing the “purchase of IT systems that lack adequate security
controls, do not meet critical security or technology standards, or rely upon software
that—unknown to the buyer—is infected with code containing malicious software
intrusions (malware).”®" While much of supply-chain management is aimed at
ensuring quality, preventing forced or child labor,** or maintaining resiliency in case
of emergency, some supply-chain management in the national security sector is
designed to protect against malicious actors. This Section will discuss several exam-
ples of this latter type of supply-chain management security control.

Section 889 of the fiscal year 2019 NDAA established a prohibition on government
agencies entering into contracts with entities that use telecommunication equipment
or services as a “substantial or essential subcomponent of any system” from five
Chinese companies: Huawei, ZTE, Hytera, Hangzhou Hikvision, and Dahua.®®

The fiscal year 2021 NDAA prohibited the DoD from procuring printed circuit
boards from North Korea, the PRC, Russia, or Iran.** This prohibition was subse-
quently amended in the next year’s NDAA to delay the implementation date and

58. Id.

59. Id.

60. Vujic¢i¢ Jelena, Popara Bogdan & Nikoli¢ V. Miodrag, Strategic Format of Supply Chain
Management,2 INT’L J. ECON. & L. 154, 155 (2012).

61. Michael Ian Morrison, The Acquisition Supply Chain and the Security of Government
Information Technology Purchases, 42 PUB. CONT. L.J. 749, 750-51 (2013).

62. E.g., 19 U.S.C. § 1307 (prohibiting import of goods or material produced in whole or in part by
forced labor); Uyghur Forced Labor Prevention Act, Pub. L. No. 117-78, 135 Stat. 1525 (directing
creation of a strategy to more effectively prevent products allegedly produced by forced labor in the
Xinjing Uyghur Autonomous Region of the PRC). Like some other laws, because the Uyghur Forced
Labor Prevention Act was passed specifically to effectively enforce 19 U.S.C. § 1307, it is arguably
more of an ideological statement than a true supply-chain control.

63. John S. McCain National Defense Authorization Act for Fiscal Year 2019, Pub. L. No. 115-232,
§ 889. This provision has been added to the FAR. FAR 39.101(f) (2023); FAR 4.2101 (2025) (defining
“covered telecommunications equipment”). These provisions have a statutory basis and are likely to
survive the FAR overhaul. See supra note 28. In its deviation guidance, the FAR Council moved the
substance of these provisions to FAR 40.202(d). See FAR Overhaul - Part 40, ACQUISITION.GOV, https://
perma.cc/S6PW-HIZB.

64. William M. (Mac) Thornberry National Defense Authorization Act for Fiscal Year 2021, Pub.
L. No. 116-283, § 841.
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encourage exemptions for commercial products.®> While the ban on acquiring
personal protective equipment from the same four countries in the fiscal year
2022 NDAA could be seen as a political statement or economic protectionism,
circuit boards are much more clearly connected with identifiable national security
risks: unlike nitrile gloves or hand sanitizer, printed circuit boards could have ma-
licious components installed to enable trojan attacks.®® Similarly, the NDAA for
fiscal year 2025 prohibited DoD procurement of light detection and ranging tech-
nology, “LiDAR,”*” from the same four countries,’® but its inclusion of network-
connectivity and data-storage limitations® seems to have practical information-
security justifications that go beyond merely political motives.

The NDAA for fiscal year 2022 contained another relevant supply-chain security
control in addition to the restrictions on personal protective equipment previously
discussed: in § 855, the government required contractors disclose to the government
if any of the employees who will work in support of a government contract perform
their work inside the PRC.” This control presents an important and novel supply-
chain management consideration. Due to the incredible increase in remote work
since the COVID-19 pandemic,”" it is no longer inconceivable to imagine an
employee of a DoW contractor performing sensitive work from inside a foreign
country. Given the extraordinary degree of control and surveillance that the PRC
conducts online,”* remote workers in the PRC could be placing sensitive defense in-
formation at risk in ways that were not possible in the past.

This disclosure requirement was expanded again in the NDAA for fiscal year
2025, in which Congress amended the required disclosure to include workers
who work for the PRC and those who “are subject to [its] laws or control.””® This
NDAA also implemented a litany of other supply-chain controls, including a pro-
hibition on DoD acquisition of semiconductors from entities which provide the
same to Huawei’* and controls involving supply-chain risks for each component
of small unmanned aerial systems.” Finally, this NDAA also required the
Director of National Intelligence (DNI) to report on efforts by the PRC to “evade”

65. NDAA FY 2022, supra note 25, § 851.

66. Eric Tegler, America’s Defense Electronics Supply Chain Is Dangerously Thin and Falling
Behind, FORBES (June 30, 2021, 10:09 AM), https://perma.cc/LTN8-RUCQ.

67. Essentially, LIDAR technology is like radar, itself an acronym for “radio detection and ranging,”
but using lasers instead of radio waves. LiDAR vs. RADAR, YELLOWSCAN (May 20, 2020), https://
perma.cc/U4LQ-EJVN.

68. NDAA FY 2025, supra note 56, § 164.

69. Id. § 164(a)(1)(C).

70. NDAA FY 2022, supra note 25, § 855.

71. Olga Khazan, One Big Benefit of Remote Work, THE ATLANTIC (Sept. 29, 2023) (“Across Europe
and America, work-from-home days have quadrupled since the start of the pandemic, and 35 percent of
Americans who can do their jobs from home now work remotely all the time, compared with 7 percent
before the pandemic.”).

72. See generally Minxin Pei, China’s Secret to Controlling the Internet, FOREIGN PoL’Y (Feb. 18,
2024, 7:00 AM), https://perma.cc/MISU-UDFV.

73. NDAA FY 2025, supra note 56, § 839(1)(A)(iii).

74. Id. § 853.

75. 1d. § 162.
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laws or regulations related to national security, including Section 889 from the
fiscal year 2019 NDAA.”®

Additionally, in 2024 the DoW, the GSA, and the National Aeronautics and
Space Administration published FAR Part 40.”” Although the bulk of Part 40 is
currently empty and reserved,” it is designed to “address[] broad security
requirements that apply to acquisitions of products and services.””® Although it is
unknown exactly how the content of FAR Part 40 will be filled out by the rule-
making process, it is part of “the influx of FAR provisions related to supply chain
security and information security.”*

II. INTELLIGENCE COMMUNITY INFORMATION TOOLS

The U.S. IC®' has consistently been at the forefront of technological innovation
to achieve national security objectives.®> This Part discuss two specific informa-
tion tools that the IC is increasingly using: CAI and Al. Each Section will briefly
outline one of the tools and discuss its national security risks, including a compar-
ison of those risks to the risks posed by traditional hardware and software tools.

A. Commercially Available Information

The Office of the Director of National Intelligence (ODNI) defines CAI as ei-
ther “data or other information ... customarily ... sold, leased, or licensed to
members of the general public,” (i.e., publicly available CAI) or “data and

76. Id. § 6404(b). Other changes can be seen in FY 2025 NDAA Key Provisions, supra note 29.

77. Federal Acquisition Regulation: Establishing Federal Acquisition Regulation Part 40, 89 Fed.
Reg. 22604, 22604—05 (Apr. 1, 2024). See generally FAR 40 (2025). Although the creation of FAR Part
40 was not required by statute, I nonetheless assess that it is likely to survive the FAR overhaul. See
supra note 28. I make this assessment because the FAR overhaul is intended in part to “rewrite [the
FAR] in plain language,” Revolutionary FAR Overhaul, ACQUISITION.GOV, https://perma.cc/7KT9-
TVHU, and to ensure the FAR “contains only provisions that are .. . necessary to support simplicity and
usability.” Exec. Order No. 14,275, 90 Fed. Reg. 16447 (Apr. 18, 2025). FAR Part 40 was introduced to
“provide contracting officers with a single, consolidated location in the FAR” for cybersecurity and
information-security requirements. 89 Fed. Reg. at 22604. Because consolidating related requirements
currently “dispersed across multiple parts of the FAR” makes the FAR easier to read and use, its
establishment serves the goals of the overhaul. Additionally, FAR Part 40 is included in the FAR
Council’s deviation guidance. See FAR Overhaul - Part 40, ACQUISITION.GOV, https://perma.cc/A2YU-
7KTU.

78. But see FAR 40.2 (2025) (implementing the American Security Drone Act of 2023). This
provision has a statutory basis and is likely to survive the FAR overhaul. See supra note 28. The
provision implementing the American Security Drone Act of 2023 has been moved to FAR 40.202(c) in
the FAR Council’s deviation guidance, which also includes implementation of seven other statutes. See
FAR Overhaul - Part 40, ACQUISITION.GOV, https://perma.cc/A2YU-7KTU.

79. FAR 40.000(a) (2025). For an analysis of this subsection in the FAR overhaul, see supra notes
77-78.

80. Matthew Howell, Eric Leonard & Rachel Schwartz, New FAR Part 40 Established to Centralize
Supply Chain and Information Security Requirements, JDSUPRA (Apr. 22, 2024), https://perma.cc/
EU7P-3WZC.

81. For a list of members of the IC, see Members of the IC, ODNI, https://perma.cc/5T34-6GBS5.

82. See generally Important CIA Contributions to Modern Technology over the Last 75 Years, CIA
(Sept. 14, 2022), https://perma.cc/VOFG-R6VH; Inventing the Future at NSA Labs, INTEL.GOV, https://
perma.cc/NC33-AC7K.
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information for exclusive government use,” (i.e., non-publicly available CAI) which
is “knowingly and voluntarily provided by ... corporate entities at the request of a
government entity or on [the corporate entities’] own initiative.”® A 2022 report to
the DNI (“CAI Report”) detailed some of the ways that the IC is or “may” be using
CAl including open-source intelligence, identity resolution, pattern identification,
compliance, clandestine operations, and training artificial intelligence models.**

The CAI Report limited its focus to publicly available CAI, excluding non-
publicly available CAI for “exclusive government use.”™ Even in this limited context,
the CAI report identified that the FBI, the Defense Intelligence Agency (DIA), the
U.S. Navy, the Treasury Department, the DoW, the Coast Guard, the Department of
Homeland Security (DHS), and the NSA all use CAI in some form,*® and it stated
that the “IC currently acquires a large amount of CAL™®" The unclassified procure-
ment System for Award Management (“SAM.gov”) also shows recent CAI procure-
ment efforts from both the National Geospatial Intelligence Agency® and DHS.®

There are several types of CAI of interest to the IC. One of these is advertising
technology data, usually referred to as “AdTech data.”® Within the advertising
industry, AdTech data is used to target people based on their behavior, gender,
age, language, income, location, or device type.”' Of these, behavior-based tar-
geting is the most valuable for advertisers because it can target customers much
more narrowly than broader demographics like language; it also requires the
most data to be effective.”” The advertising industry’s use of targeted advertising

83. OFF. OF DIR. OF NAT’L INTEL., INTELLIGENCE COMMUNITY POLICY FRAMEWORK FOR
COMMERCIALLY AVAILABLE INFORMATION 11 (May 2024) [hereinafter CAI FRAMEWORK].

84. OFF. OF DIR. OF NAT’L INTEL. SENIOR ADVISORY GRP. PANEL ON COMMERCIALLY AVAILABLE
INFO., REPORT TO THE DIRECTOR OF NATIONAL INTELLIGENCE 7—10 (2022) [hereinafter CAI REPORT].
The report is poorly paginated; for example, it has four different pages numbered “2.” All citations in
this Note will refer to the main body, not the transmission letter or executive summary. This report was
declassified and publicly released in 2023. Press Release, ODNI, DNI Haines Statement on Declassified
Report on Commercially Available Information (June 14, 2023).

85. CAI REPORT, supra note 84, at 1-2.

86. Id. at 7-9.

87. Id. at7.

88. NAT’L GEOSPATIAL-INTEL. AGENCY, DRAFT STATEMENT OF WORK FOR COMMERCIAL NON-EARTH
IMAGING (NEI) 6 (June 11, 2024), available at https://sam.gov/opp/13268b01be074d5cbea53ea37d0c356a/
view (requesting delivery of “image and video data”).

89. Tangles Subscription Services, DEP’T OF HOMELAND SEC., https://perma.cc/FAN4-UFUQ (“Tangles . ..
is a unique and highly specialized Cloud [software-as-a-service] combining both publicly/commercially
available information search, analysis, monitoring, and geolocation along with dark web information.”).

90. For an overview of AdTech, see generally Ian Simpson, What Exactly Is AdTech?, CLEARCODE
(May 15, 2024), https://perma.cc/PK7V-8PRA. For a recent report discussing the IC’s purchase of
AdTech data, see Byron Tau, Andrew Mollica, Patience Haggin & Dustin Volz, How Ads on Your
Phone Can Aid Government Surveillance; Federal Agencies Buy Bulk Data, Collected from Ads You
Might Never See, That Can Yield Valuable Information About You, WALL ST. J. (Oct. 13, 2023, 8:23
AM), https://perma.cc/RIX9-GLKP.

91. See Maciej Zawadzinski & Mike Sweeney, AdTech Targeting Methods: The Ultimate Guide,
CLEARCODE (May 15, 2024), https://perma.cc/K2X2-7XCE.

92. See id. Language is most useful as a demographic when targeting linguistic minorities or
exclaves within an otherwise monolinguistic culture; for example, Atref Advertisements is an Amharic-
language “advertising paper serving the community in the Washington, DC [m]etro area.” ATREF
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in general—and behavior-based targeting in specific—has been the subject of sig-
nificant analysis and criticism from the legal community,” civil society,” and
European regulators.” The IC’s use of CAI is inherently connected with the
advertising industry’s development, because the commercial value of AdTech
data contributes to the growth in the market which the IC relies on to acquire
much of its CAL*®

Location data is another type of CAI of interest to the IC.”” Obviously, location
information has always been critically important to military operations.”® Just as
obviously, many people today constantly carry cell phones, and in turn provide
location data to cell providers and others at a level of detail unthinkable a few
decades ago.”” The importance of location information to national security—and
the unprecedented volume and detail of such information available through cell
phones—essentially guaranteed that intelligence agencies in every country would
seek to gain access to as much of that information as possible. DIA, for example,
“provide[d] funding to another agency that purchases commercially available
geolocation metadata aggregated from smartphones.”'® In fact, PRC access to
U.S. persons’ precision location data is one of the concerns expressed by Congress
in its legislation “banning” TikTok.'”! Although the Supreme Court held in
Carpenter v. United States that government acquisition of location information from
cell providers via court orders pursuant to the Stored Communications Act'®* must
comply with the requirements of the Fourth Amendment,'® so far there has been no
analogous ruling restricting government purchase of location information from

97

ADVERTISEMENTS, LLC, https://perma.cc/PSQA-32LH. However, when advertisers are not trying to target
specific linguistic minorities within a monolinguistic country, they may not even bother to target by
language at all. See Why Pharma Advertising in Multiple Languages Is Rare—and Why it Shouldn’t Be,
BFW LIFE SCIENCES, https://perma.cc/SMWS8-TTWN (identifying that pharmaceutical advertisers in the
U.S. and New Zealand “overwhelmingly” use English-language ads in part because both are majority-
English nations).

93. E.g., Christina M. Claxton, Note, Private Offerings in the Age of Surveillance Capitalism and
Targeted Advertising, 74 VAND. L. REv. 1187 (2021) (criticizing targeted advertising in private
securities offerings); Chandler Nicholle Spinks, Comment, Contemporary Housing Discrimination:
Facebook, Targeted Advertising, and the Fair Housing Act, 57 Hous. L. REv. 925 (2020) (discussing
use of targeted advertising in racially discriminatory housing ads).

94. E.g., Stop Stalker Ads, OPEN RTS. GRP., https://perma.cc/QX5SN-Z7TQ.

95. E.g., Joe Duball, EU DPAs Seek Proper Clampdown on Adtech Industry, INT’L ASS’N OF PRIV.
Pros. (Nov. 21, 2023), https://perma.cc/C5QK-BHAO.

96. CAI REPORT, supra note 84, at 5.

97. Seeid. at 8.

98. See, e.g., SUN Tzu, THE ART OF WAR 37-39 (Streetwater Press 2006) (describing the importance
of being where the enemy is not and keeping one’s intended location secret from the enemy). Despite
the fact that a translator’s assistance was undoubtedly necessary to produce this book, the Streetwater
Press edition does not credit the translator.

99. See also Carpenter v. United States, 585 U.S. 296, 309 (2018) (“[Iln 1979, few could have
imagined a society in which a phone goes wherever its owner goes, conveying to the wireless carrier not
just dialed digits, but a detailed and comprehensive record of the person’s movements.”).

100. CAI REPORT, supra note 84, at 8.

101. See supra note 26 and accompanying text.

102. Pub. L. No. 99-508, 100 Stat. 1848 (codified at 18 U.S.C. §§ 2701-2711).

103. Carpenter, 585 U.S. at 309-10.
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information resellers or other sources.'® Moreover, the Supreme Court expressly
limited the scope of its holding in Carpenter to exempt national security and foreign
affairs.'® Until the Supreme Court or Congress steps in, the IC is likely to continue
purchasing location data.'*

The primary concern from lawmakers,'”” the public,'™ and the legal acad-
emy'” regarding IC acquisition of CAI appears to be its implications to personal
privacy. Another concern is that foreign governments and their intelligence agen-
cies also purchase CAI, including CAI about U.S. persons.''” These concerns are
valid, and the IC must address them, but they are outside the scope of this Note.
The importance and variety of missions supported by CAI mean that its use inher-
ently carries strategic and operational risk that is arguably as important as those
other concerns.''" Just as the globalized nature of the physical supply chain
presents unique cybersecurity risks,''? the global sources of commercially avail-
able information also present risks.

One example of these risks is clandestine operations supported by CA
“[C]landestine activities include intelligence recruitment of, or collection by, a
foreign intelligence asset; clandestine military operations in cyberspace; and
military sensitive site exploitation of, or surveillance of, a facility in a denied or

1113

104. See CAI REPORT, supra note 84, at 15.

105. Carpenter, 585 U.S. at 316.

106. See CAI REPORT, supra note 84, at 16 (discussing pending legislation); see also Press Release,
Ron Wyden, Wyden, Paul and Bipartisan Members of Congress Introduce The Fourth Amendment Is
Not for Sale Act (Apr. 21, 2021), https://perma.cc/4ARNM-6GUH.

107. See Press Release, supra note 106.

108. For example, the comments on Reddit posts concerning IC acquisition of CAI mainly focus on
privacy issues, along with a presumably humorous focus on compensation. E.g., u/chilchil777, Instead
of Obtaining a Warrant, the NSA Would Like to Keep Buying Your Data, REDDIT, https://perma.cc/P9J6-
PB6Z.

109. See, e.g., April Falcon Doss, Data Privacy & National Security: A Rubik’s Cube of Challenges
and Opportunities That Are Inextricably Linked, 59 DUQ. L. REv. 231 (2021).

110. See, e.g., CAI REPORT, supra note 84, at 11. Senator Ron Wyden has not only led the push for
restricting U.S. government access to CAI he is also an advocate for preventing foreign government
access. See Drew Harwell, Wyden Urges Ban on Sale of Americans’ Personal Data to ‘Unfriendly’
Foreign Governments, WASH. POST (Apr. 15, 2021), https://perma.cc/WUV2-SG4L. President Biden,
the Department of Justice, and the Cybersecurity and Infrastructure Security Agency (CISA) within the
Department of Homeland Security have taken some action to address these concerns. See generally
Exec. Order No. 14,117, 89 Fed. Reg. 15421 (Feb. 28, 2024); 28 C.F.R. pt. 202 (2025) (Department of
Justice’s final rule implementing that order); Notice of Availability of Security Requirements for
Restricted Transactions Under Executive Order 14117, 90 Fed. Reg. 1528 (Jan. 8, 2025) (CISA’s
announcement of a final rule implementing that order).

111. National security is important, but its importance certainly has limits grounded in our collective
conscience. See Ziglar v. Abbasi, 582 U.S. 120, 143 (2017) (“[N]ational-security concerns must not
become a talisman used to ward off inconvenient claims.”).

112. See Morrison, supra note 61, at 759 (discussing the government’s increased vulnerability to
exploitation of supply-chain gaps due to the global nature of the IT supply chain).

113. See CAI REPORT, supra note 84, at 10 (“CAI may ... be used in support of clandestine and
HUMINT operations.”). Clandestine operations are those which involve the “concealment of a tactical
activity.” MICHAEL E. DEVINE, CONG. RSCH. SERV., R45175, COVERT ACTIONS AND CLANDESTINE
ACTIVITIES OF THE INTELLIGENCE COMMUNITY: SELECTED DEFINITIONS 1-2 (2015) (discussing the
differences between “clandestine” and “covert” operations).
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hostile area.”''* The CAI Report identifies that CAI may be used in these con-
texts to “enable activities like cover development and operations planning.”''?
If the IC purchased CAI which had been manipulated by an adversary, it could
lead the IC to target an unsuitable person as a foreign intelligence asset by pre-
senting a false demographic profile,''® or cause the IC to misunderstand the
purpose of a “facility in a denied or hostile area” by manipulating location
information.

Such manipulation of location information is not just some paranoid hypotheti-
cal. The PRC has intentionally chosen a different geodesic datum''” from most
other countries; its datum includes a “deliberate obfuscation algorithm,” in part to
support its national defense priorities.''® This means that errors are intentionally
introduced into digital maps of China to prevent users from actually knowing
their true latitude-and-longitude location.''” Because at least some commercial
sources of location information are global in nature, including the aforemen-
tioned source funded by DIA,"*° this obfuscation algorithm likely diminishes the
utility of CAl location data within the PRC.

Another potential risk comes from the structure of the information market. As
the CAI report indicates, information resellers sell data to other information
resellers.'”! If one particular information reseller in the data supply chain was
hacked by a foreign adversary (or just obtained bad data in the first place), the in-
tegrity of its data could have a cascade effect on the integrity of all downstream
suppliers. Just as cybersecurity vulnerabilities in the systems of contractors or
subcontractors in the DIB can result in the loss of national defense information,'??
cybersecurity vulnerabilities in information resellers’ systems could create diffi-
cult-to-trace data errors with potentially disastrous consequences when that data
supports critical operations.

114. DEVINE, supra note 113, at 7.

115. Id.

116. Even ordinary internet users can manipulate AdTech data collection through the use of a virtual
private network (VPN), which makes it more difficult for companies to associate behavioral data with
specific users. Agné Augusténe, How Important Is Protecting Your Privacy in the Age of Targeted
Advertising, NORDVPN (Dec. 21, 2023), https://perma.cc/84TA-LJ7S (“Using a VPN makes it harder to
tie you to your browsing activities ... mak[ing] it impossible for advertisers to find out what you’re
viewing and interested in based on the IP address.”). If ordinary users can use inexpensive technology to
manipulate their demographic data, the capability of a nation-state actor to do the same—or likely much
more—is essentially guaranteed.

117. “Maps of the world use systems of reference known as geodesic datum, which use various base
points around the globe to anchor positional measurements.” Anastasia Bizyayeva, Every Map of China
Is Wrong, MEDIUM (Feb. 2, 2024), https://perma.cc/X9VU-NHGZ.

118. Id.

119. 1d.

120. CAI REPORT, supra note 84, at 8.

121. Id.

122. See generally MCLAUGHLIN & HOLSTEIN, supra note 18, at 127—46.
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A final risk to the IC in procuring CAl is the possibility of acquiring informa-
tion that was originally obtained by information resellers in violation of federal,
state, or international law. The IC has faced steep criticism for its collection
methods in the past, even those that are legally authorized.'** The legal land-
scape governing data collection and retention is evolving at a breakneck pace.
Each year for the past several years, states have introduced comprehensive data-
privacy laws which affect the ways companies operating in their state can collect
and sell personal information.'** In 2024, Congress introduced the American
Privacy Rights Act;'** the draft submitted to the House Committee on Energy and
Commerce'*® would have preempted the patchwork of state laws,'”” but the bill
died in Committee.'”® Although the IC is not categorically limited by foreign
laws,'?® prudent international relationship management requires that the IC is at
least aware of whether CAI was collected or sold in violation of non-domestic
law."*® Even if the IC complies with its own obligation to report violations of
law,"*' discovery that the IC was buying illegally collected information would
likely be a public-relations nightmare and could result in prohibitions on future
procurement of CAL

123. E.g., ELIZABETH GOITEIN & FAIZA PATEL, BRENNAN CTR. FOR JUST., WHAT WENT WRONG WITH
THE FISA CouRT 1 (2015) (criticizing the “mission creep” of the Foreign Intelligence Surveillance Act).

124. INT'L ASS’N OF Priv. Pros., IAPP US STATE COMPREHENSIVE PRIVACY LAWS REPORT: 2024
LEGISLATIVE SESSION 3 (2024). As of that report, nineteen states had comprehensive privacy laws. Id. at 4.

125. For a full analysis of the draft legislation, see generally CHRIS D. LINEBAUGH ET AL., CONG.
RSCH. SERV., LSB11161, THE AMERICAN PRIVACY RIGHTS ACT (2024).

126. H.R. 8818, 118th Cong. (as referred to the H. Comm. on Energy and Com., June 25, 2024).

127. LINEBAUGH, supra note 125, at 4.

128. Apu Pavithran, Federal Privacy Is Inevitable in the US (Prepare Now), INFO. WEEK (Dec. 24,
2024), https://perma.cc/6WPC-63KK; see also Dell Cameron, Surprise! The Latest ‘Comprehensive’ US
Privacy Bill Is Doomed, WIRED (June 27, 2024, 11:55am), https://perma.cc/NAWT-9GTZ.

129. See Nomination of Daniel Bennett Smith to be an Assistant Secretary of State (Intelligence and
Research) and Caroline Diane Krass to be General Counsel of the Central Intelligence Agency Before
the S. Select Comm. on Intel., 113th Cong. 3 (questions for the record of Caroline D. Krass) (“[A]s a
general matter, the United States respects international law and complies with it to the extent possible.”).
IC elements “consider[] whether there is a domestic legal requirement to follow provisions of
international law ... for example, if there are any relevant treaty provisions or principles of customary
international law that have been implemented in a domestic statute. If there is such a domestic legal
requirement, that requirement must be complied with.” /d.

130. There has been an increased focus in recent years on ensuring that even the privacy rights of
non-U.S. persons are protected in IC activities. See, e.g., Exec. Order No. 14,068, 87 Fed. Reg. 62283
(Oct. 7, 2022) (directing that signals intelligence activities “take into account that all persons should be
treated with dignity and respect, regardless of their nationality or wherever they might reside.”).
Executive Order 14,068 is only the latest step in the long saga of U.S. attempts to balance national
security and European business. See generally MADALINA MURARIU, BELFER CTR. FOR SCI. & INT’L
AFFS., DATA SHARING BETWEEN THE UNITED STATES AND THE EUROPEAN UNION (2021) (discussing that
saga through 2021).

131. See 50 U.S.C. § 3110.
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B. Artificial Intelligence

After ChatGPT’s public demo was released in November of 2022,'** Al
became the focus of social media,'* conventional media,'** and corporations.'*’
Like the rest of the world, the IC is also using Al; in fact, the IC was an early
adopter. As early as 1982, the CIA was discussing how to apply Al to the IC’s
work."*® By 2019, a number of regulations and policies had been adopted in
response to the use of Al by the IC."*” In 2020, Al was being used to “scan the
news for dangerous developments, send alerts to ships about rapidly changing
conditions, and speed up the NSA’s regulatory compliance efforts.”'*® Most
recently, the IC—like seemingly every other organization'*—is adopting “gen-
erative AL”'" which, like ChatGPT, “create[s] new content, including audio,
code, images, text, simulations, and videos.”'*!

This Note will not provide an overview of how Al works because there have
been many thorough explanations of the topic in both legal'** and lay'** media. It
will suffice to introduce only a few key concepts. First, Al can be broadly catego-
rized into “generative,” like ChatGPT, and “predictive,” which is “used to observe

132. Bernard Marr, A Short History of ChatGPT: How We Got to Where We Are Today, FORBES
(May 19, 2023), https://perma.cc/Z6PA-3P8C.

133. See Kunihiro Miyazaki et al., Public Perception of Generative Al on Twitter: An Empirical
Study Based on Occupation and Usage, 13 EPJ DATA ScI. art. 2, at 5 tbl.1 (2024).

134. E.g., Noam Chomsky, Ian Roberts & Jeffrey Watumull, Noam Chomsky: The False Promise of
ChatGPT,N.Y. TIMES (Mar. 8, 2023).

135. See Data Suggests Growth in Enterprise Adoption of Al Is Due to Widespread Deployment
by Early Adopters, But Barriers Keep 40% in the Exploration and Experimentation Phases, IBM
NEWSROOM (Jan. 10, 2024), https://perma.cc/JIGW7-LH4V (“about 42% of enterprise-scale organizations”
actively use Al).

136. Memorandum from Philip K. Eckman, Dir. of Rsch. & Dev., DDS&T, to Dir. of Data
Processing, DDA (1983) (on file in the CIA Freedom of Information Act reading room at https://perma.
cc/92E8-W6AS) (showing attachment dated Dec. 29, 1982).

137. Press Release, Off. of the Inspector Gen. of the Intel. Cmty., The Inspector General of the
Intelligence Community Issues Statement on Artificial Intelligence (May 30, 2019).

138. Patrick Tucker, Spies Like Al: The Future of Artificial Intelligence for the US Intelligence
Community, DEF. ONE (Jan. 27, 2020), https://perma.cc/9EPJ-TJPL. This article was shared on the
ODNI’s official webpage. Spies Like Al: The Future of Artificial Intelligence for the US Intelligence
Community, ODNI, https://www.dni.gov/index.php/newsroom/news-articles/news-articles-2020/3430-
spies-like-ai-the-future-of-artificial-intelligence-for-the-us-intelligence-community [https://web.archive.
org/web/20250216051454/https://www.dni.gov/index.php/newsroom/news-articles/news-articles-2020/
3430-spies-like-ai-the-future-of-artificial-intelligence-for-the-us-intelligence-community] (last visited
Apr. 13, 2025). It’s unclear whether the article being shared on ODNI’s webpage implies any
endorsement.

139. See David Armano, LLM Inc.: Every Business Will Have Their Own Large Language Model,
FORBES (Sept. 20, 2023, 12:35 PM), https://perma.cc/K9TZ-BP5Z.

140. Katrina Manson, Microsoft Creates Top Secret Generative Al Service for US Spies, BLOOMBERG
(May 7,2024, 9:00 AM).

141. What Is Generative AI?, MCKINSEY & CO. (Apr. 2, 2024), https://perma.cc/C5RP-4GQJ

142. See generally Andrew Martineau & Loren Turner, ChatGPT in the Legal Research Classroom:
Tips from the Trenches, AALL SPECTRUM Nov.—Dec. 2023, at 32 (2023).

143. See generally MCKINSEY & COMPANY, supra note 141.
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and classify patterns in content.”'** Second, all forms of Al need to be “trained”
on relevant data.'® Third, all use of Al involves inherent risk.

One well-documented risk of generative Al is “hallucinations,” in which the sys-
tem generates information that does not exist."*® It isn’t difficult to imagine the kinds
of catastrophes that could occur if the IC acted on these hallucinations: drone strikes
against nonexistent targets mistakenly identified in intelligence reporting could
cause only collateral damage; or untrue and politically sensitive reports in the
President’s Daily Brief could appear authentic through citations to previous IC
reports that never existed. Another risk is that biased training data could cause Al
models to produce incorrect and biased results; this is an example of a principle in
computer science called “garbage in, garbage out.”'*” Shifts in U.S. strategic prior-
ities'*® may mean that the United States could apply old-target data to new-target
problems. There are also major concerns with IC Al systems potentially reflecting
bias against personal characteristics such as religion or ethnicity.'*

The IC has responded to many Al risks, including the two just described,
through the issuance of an Al Ethics Framework."”® Among other requirements,
the Al Ethics Framework states that Al should “[i]ncorporate human judgment
and accountability” to reduce the risks of problems like hallucination, and
“[i]dentify, account for, and mitigate potential undesired bias.”'*' By “undesired
bias,” the Al Ethics Framework refers to bias other than those intentionally intro-
duced in order to “screen out irrelevant information, focus on the specific foreign
intelligence targets, and appropriately minimize the collection and use of United
States person information.”'>

Of course, the Al-related risks to the IC are inextricably interconnected with
the CAl-related risks.'** Because both generative and predictive Al systems are

144. Id.

145. Id.

146. Perhaps the most recognizable example in the legal community of the hallucination problem is
the story of Steven Schwartz, whose fifteen minutes of fame began when he was caught using legal
citations made up by ChatGPT in a brief to a court. See Benjamin Weiser & Nate Schweber, The
ChatGPT Lawyer Explains Himself, N.Y. TIMES (June 8, 2023), https://perma.cc/XQL3-PU2B.

147. See Clare Garvie, Garbage In, Garbage Out: Face Recognition on Flawed Data, GEORGETOWN
L. CtrR. ON PrIV. & TECH. (May 16, 2019), https://perma.cc/A4T2-ESK8 (describing the problems
posed by the principle in facial-recognition applications).

148. E.g., DEP’T OF DEF., SUMMARY OF THE 2018 NATIONAL DEFENSE STRATEGY OF THE UNITED
STATES OF AMERICA 1 (2018) (“Inter-state strategic competition, not terrorism, is now the primary
concern in U.S. national security.”).

149. See, e.g., Priya Morley, Al at the Border: Racialized Impacts and Implications, JUST SEC. (June
28, 2024), https://perma.cc/W7VA-ZGVA (discussing racial impacts in border technology). While
Customs and Border Patrol is not part of the intelligence community per se, the Department of
Homeland Security is. See OFF. OF THE DIR. OF NAT’L INTEL., supra note 83. Moreover, border security
is a critical part of national security.

150. OFF. OF DIR. OF NAT’L INTEL., ARTIFICIAL INTELLIGENCE ETHICS FRAMEWORK FOR THE
INTELLIGENCE COMMUNITY (June 2020) [hereinafter Al ETHICS FRAMEWORK].

151. Id. at 1.

152. Id. at 3.

153. See CAI REPORT, supra note 84, at 10 (“CAI may be useful in building and training artificial
intelligence models.”).
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dependent on their training datasets, they can be undermined by activities like data
poisoning or model inversion.'”* In data poisoning, the training dataset is manipu-
lated through insertions, modifications, or deletions, which could cause the system
to produce erroneous results or fail completely.'>> Model inversion is the process of
reverse-engineering the training dataset by comparing numerous inputs and out-
puts.*® Because some IC Al systems are trained on classified data,'”’ a malicious
insider could exploit a tool which they can access to derive classified or compart-
mented information they cannot. Alternatively, a malicious insider may simply
want to understand whether the Al model’s dataset is composed of CAL

The nexus of the AI-CAI risks for the IC arises from these two activities. If,
for example, an adversary knew that a particular type of CAI was used to train Al
models, then a data poisoning attack against an information reseller upstream in
the data supply chain could be a way to infect IC analytical systems without try-
ing to directly breach the IC’s network perimeter. Because model inversion could
reveal which datasets underlie a given Al model, an adversary might be able to
target particular information resellers with a great degree of precision.

III. SECURITY CONTROLS FOR CAI

An increased reliance on CAI and Al demands an increased focus on security
controls. Currently, IC elements themselves must determine the “original source(s)”
and the “integrity and quality” of the CAI that they acquire.'>® This aligns with rec-
ommendations in the CAI Report, which suggested that the IC adopt policies to
evaluate vendor and data quality, acquisition mechanics, and data security."’

One of the few security controls that currently exists to protect unauthorized
access to or manipulation of data purchased by the government is a prohibition on
contractors using Kaspersky software “in the development of data or deliverables
first produced in the performance of the contract.”'® The vacuum of security con-
trols in this space makes the IC—and by extension the nation—vulnerable.

This Part will explore several potential security controls the IC could adopt for
better supply-chain risk management of CAI, especially as it is used for Al. One

154. See Tucker, supra note 138. See generally Bart Lenaerts-Bergmans, Data Poisoning: The
Exploitation of Generative AI, CROWDSTRIKE (Mar. 20, 2024), https://perma.cc/M7THW-KHUS.

155. Lenaerts-Bergmans, supra note 154.

156. Id.

157. See Tucker, supra note 138.

158. CAI FRAMEWORK, supra note 83, at 2.

159. CAI REPORT, supra note 84, at 24.

160. FAR 52.204-23(b) (2025). This clause must be inserted in all solicitations and contracts. /d.
4.2004. These requirements have a statutory basis. See id. 4.2002. Therefore, they are likely to
survive the FAR overhaul. See supra note 28. In its deviation guidance, the FAR Council has
removed Subpart 4.20 from FAR Part 4 and moved its substantive limitations to FAR 40.202(b). See
FAR Overhaul - Part 4, ACQUISITION.GOV, https://perma.cc/PD7S-8JDM; FAR Overhaul - Part 40,
ACQUISITION.GOV, https://perma.cc/SL55-WBHT. The FAR Council also intends to move the clause
from FAR 52.204-23(b) to FAR 52.240-91. See Part 52 - Solicitation Provisions and Contract
Clauses, https://perma.cc/X66N-AAPM. The movement of these provisions is in line with the spirit
of the establishment of FAR Part 40. See supra note 77.
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solution, which this Note will call the “data provenance approach,” would require
information resellers to provide both the original source for all the data they are
selling and any intermediate information reseller or enricher who has generated,
collected, or processed the data prior to the contracting information reseller tak-
ing possession of it. Another solution, which this Note will call the “FOCI
approach,” would involve a review of information resellers under the ownership
or control of foreign governments before authorizing government purchase of
CAL A third approach, which this Note will call the “certification approach,”
would involve a FedRAMP- or CMMC-like certification program that informa-
tion resellers would be required to complete prior to the award of a contract for
CAL

Legislative and regulatory approaches have several advantages and disadvan-
tages. Perhaps the biggest advantage of these legal approaches to procurement
problems is “leverag[ing] the collective buying power of the Federal
Government.”'®' Because so many of the companies that contract with the
government also do business in other arenas,'®* policies that cause these com-
panies to adopt better practices (such as strong cybersecurity policies) can
also benefit society at large.'®

On the other hand, the primary disadvantage of legislative or regulatory
approaches is their inflexibility, in large part because of how long it takes to adopt
or amend them. For example, CMMC 2.0 was first announced in November of
2021, but the rule was not finalized until September of 2025.'** Although the
architects of CMMC attempt to solve this problem by tying its cybersecurity
standards to the NIST criteria'®>—which can be updated at a faster pace than fed-
eral regulations'®—there is still criticism that the model “impose[s] a largely
static cybersecurity architecture around a problem that is constantly evolving,”

161. See How GSA Benefits the Public, U.S. GEN. SERVS. ADMIN., https://perma.cc/3JG6-ACE2 (last
updated Mar. 3, 2025).

162. For example, Boeing was the number four DoW contractor in 2023. Top 100 Defense
Contractors 2023, FORECAST INT’L (Mar. 1, 2024), https://perma.cc/M4WE-9JW3. Boeing also has
almost half of the market share for jet sales. Valerie Insinna, Boeing Hits 2023 Jet Delivery Goal but
Lags Airbus, REUTERS (Jan. 9, 2024, 8:23 PM), https://perma.cc/YM7U-B8B7.

163. Cf. MCLAUGHLIN & HOLSTEIN, supra note 18, at 195 (“Because of the purchasing power of the
federal government, [enshrining secure software development practices in the FAR and DFARS] would
have a substantial spillover effect for the commercial sector.”).

164. Jacob Horne, CMMC Rulemaking Updates: 7 Things You Need to Know (Updated November
2023), SumMIT 7 (updated Dec. 16, 2023), https://perma.cc/7M6M-8PGS. It’s not entirely clear why the
article’s title and its “Updated” date do not match, but this citation reflects the information on the page.
See also supra note 45.

165. See CMMC Model, supra note 41 (“As a result of the alignment of CMMC to NIST standards,
the [DoD’s] requirements will continue to evolve as changes are made to the ... underlying
requirements.”).

166. For example, NIST’s most recent update to NIST Special Publication 800-171 spent just over
one year collecting and responding to comments before final publication. See NIST Revises SP 800-171
Guidelines for Protecting Sensitive Information, NAT’L INST. OF STANDARDS & TECH. (May 10, 2023),
https://perma.cc/3C6W-ZVDF (announcing publication of draft revision and soliciting comments);
NIST Finalizes Updated Guidelines for Protecting Sensitive Information, NAT'L INST. OF STANDARDS &
TECH. (May 14, 2024), https://perma.cc/S4MA-W49M (publishing finalized version of the standard).
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thus “freezing methods for protecting information until a revision can be
issued.”'®” However, it’s worth noting that the NIST security controls are mostly
at a high level of generality, describing best practices instead of mandating spe-
cific software. For example, NIST Special Publication 800-171 has a security
control requirement for remote access.'®® That requirement does not dictate use
of a particular remote access protocol, software, or even policy;'® that kind of
requirement could quickly become out of date as technology develops. Rather, it
requires that network owners take steps such as establishing “usage restrictions,
configuration requirements, and connection requirements for each type of allowable
remote system access,” authorizing remote access in advance, and routing remote
access “through authorized and managed access control points.”'” Therefore, to the
extent that criticisms of speed or flexibility focus on the NIST standards themselves,
those criticisms may be exaggerated.

The Trump administration’s current goals with the FAR may indicate that
adopting any of the solutions discussed in this Note via additional or amended
requirements in the FAR is unlikely.'”" Therefore, at least in the short term, the
reforms proposed in this Note would be most likely to be effective if implemented
via statute. Given that many analogous controls have been implemented by
Congress in must-pass NDAAs,'”* there is some hope that Congress could include
these requirements notwithstanding current difficulties passing substantive legisla-
tion.'”? Moreover, passing these controls via statute would provide a greater degree
of permanence and stability and avoid increasing the number of complex regulatory
requirements; these advantages comport with the Trump administration’s deregula-
tory goals'’* and address other prominent concerns with overregulation.'”

A. The Data Provenance Approach

A workable data provenance regime would involve information resellers pro-
viding the sources for their data. Ideally, an information reseller would be able to
identify not just their own immediate source, but also that seller’s source, con-
tinuing to track back until the “original source” of collection. Data provenance
would be especially useful for non-publicly available CAI, because the government

167. William C. Greenwalt, DoD and Congress Should Walk away from CMMC, BREAKING DEF.
(June 20, 2024, 2:22 PM), https://perma.cc/W5SNR-WDKC.

168. NAT’L INST. OF STANDARDS & TECH., supra note 46, at 14—15.

169. Id.

170. Id. at 14.

171. See supra note 28.

172. See generally supra Part 1.

173. See Paul Kane & Derek Willis, Laws and Disorder, WASH. POST (Nov. 5, 2018) (opining that
the Founders’ model of Congress “has been replaced by a weakened legislative branch in which debate
is strictly curtailed, party leaders dictate the agenda, most elected representatives rarely get a say and
government shutdowns are a regular threat because of chronic failures to agree on budgets”).

174. See Exec. Order No. 14,192, 90 Fed. Reg. 9065 (Feb. 6, 2025).

175. See generally NEIL GORSUCH & JANIE NITZE, OVER RULED: THE HUMAN TOLL OF ToO MUCH
LAW (2024) (focusing in part on a criticism of administrative regulations as laws from bureaucrats
without democratic accountability).
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is not able to take advantage of independent third-party research on the dataset or
the vendor. By way of analogy, in the context of software development, open-source
software (where “the source code is available for inspection by anyone”) is some-
times considered more secure than closed-source software (where “the code is not
available for review”’) because any interested party can review open-source code for
potential vulnerabilities.'”® Publicly available CAl is already subject to intense scru-
tiny, especially for the advertising industry.'”” Just as it would be unwise for the gov-
ernment to acquire closed-source software for national security systems without
examining its contents, it would be unwise for the government to procure non-pub-
licly available CAI without an understanding of its origin. In fact, a data provenance
requirement would be very similar in practice to a requirement to provide software
bills of materials.'”

The biggest advantage to this solution is that it would better enable IC buyers
to “assess the integrity and quality of CAI they access or collect.”'” The CAI
Framework apparently contemplates that this assessment would occur prior to
procurement, at least for so-called sensitive CAL'*® but it does not require ven-
dors to provide any information to facilitate that evaluation. Indeed, the CAI
Framework or an equivalent document likely could not establish such a require-
ment that would be binding on contractors, though it could certainly direct IC
elements to establish some sort of data provenance requirement on a contract-
by-contract basis.'®! However, requiring elements to individually add data-provenance
provisions would introduce the possibility that they might be accidentally left
out, or the possibility that a contractor might argue that other provisions in their
offer conflict with and override the agency-specific provisions.'® Including a

176. See Open Source vs Closed Source Security, NETSEC.NEWS, https://perma.cc/ZSE6-RBZQ.
However, as that article points out, there are advantages and disadvantages to either system. /d. In many
ways, the decision of whether to maintain software code as open source or closed source is analogous to
the decision of whether to protect intellectual property via patent law or trade secrecy law. See generally
Alberto Pianon, Trade Secret vs. Open Source: And the Winner is ..., 1 ERASMUS L. & ECON. REvV. 47
(2004).

177. A recent example of this scrutiny is the Federal Trade Commission’s investigation into
“surveillance pricing.” See Contessa Brewer, FTC Launches Probe into ‘Surveillance Pricing’ That It
Says Links Cost to Customer Data, CNBC (July 23, 2024, 9:46 AM), https://perma.cc/2CRT-HFEK?
type=image.

178. See supra notes 53-55 and accompanying text.

179. CAI FRAMEWORK, supra note 83, at 2, 6.

180. See id. at 5 (discussing the participation of “privacy and civil liberties officials, intelligence
oversight officials, legal counsel, information officers, and other[s]” in the procurement process to determine
whether to “access or collect Sensitive CAI”). Sensitive CAI is CAI that is both (1) “purchased” or made
available “through a transaction that would normally involve a fee” from a “commercial entity”; and (2)
contains either a “substantial volume of personally identifiable information . . . regarding U.S. persons” or “a
greater than de minimis volume” of “sensitive data” about U.S. persons or information about “sensitive
activities” of U.S. persons or people in the U.S. /d. at 3-4.

181. See id. (overwhelmingly directing that IC elements “shall” implement the CAI Framework
without providing applying a single “shall” to information resellers or other commercial entities hoping
to sell CAI to the IC).

182. See, e.g., CSI Aviation v. Dep’t of Homeland Security, 31 F.4th 1349, 1355-57 (Fed. Cir. 2022)
(holding that an aviation contractor’s terms and conditions were incorporated into a GSA schedule
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data provenance provision in the FAR or a statute and mandating its inclusion in
all CAI procurement contracts would allow the term to be implied even if omit-
ted from the contract.'®’

In addition to facilitating the IC review of the “integrity and quality” of CAIL,'**
data provenance would also help agencies determine whether data was obtained
illegally. For example, if an information reseller’s provenance disclosure indi-
cated that the prospective sale involved personal information acquired in Europe,
the purchasing agency would know to involve specialists trained in the European
Union’s General Data Protection Regulation (GDPR)'® in the procurement pro-
cess.'®® Personal information acquired within the United States would require a
review based on state privacy laws.'"” Currently, the CAI framework requires
agencies to “determine whether they have legal authority to access or collect”
sensitive CAI before acquisition,'® but the framework does not explicitly require
a legal-authority review prior to acquisition of non-sensitive CAL'® Moreover,
even for sensitive CAI, the focus of the review directed by the framework is
whether the /C element has the legal authority to access or collect the informa-
tion; even if an element does have this authority, nothing in the framework cur-
rently requires the IC to determine whether the information reseller has the legal
authority to initially collect the information or sell it to the government. By using
data provenance information, IC elements could go a step further and ensure that
the information was not collected or distributed in violation of law at an earlier
point in the information supply chain.

Information resellers might be concerned that providing their data provenance
would be directly contrary to their business interests. If an information reseller is
obligated to tell the government where it obtained the information, what would
stop the government from skipping the intermediary and procuring the informa-
tion directly from the information reseller’s source? In many ways, this is similar
to the Arrow Information Paradox,'” because the information reseller might lose

contract), on remand, CBCA 6385, et al., 24-1 BCA 38,509, at 187,173 (holding that the contractor’s
terms and conditions, as part of the schedule contract, took precedence over contrary terms in an
agency’s task order).
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(Ct. Cl. 1963). For a recent example of a case applying the Christian doctrine, see K-Con, Inc.
v. Secretary of Army, 908 F.3d 719, 721 (2018).

184. CAI FRAMEWORK, supra note 83, at 2, 6.

185. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016,
2016 O.J. (L 119/1).

186. See CAI FRAMEWORK, supra note 83, at 5.

187. See supra note 121 and accompanying text.

188. See CAI FRAMEWORK, supra note 83, at 5.

189. But see id. at 2 (“IC elements’ access to and collection and processing of CAI shall be
authorized by and consistent with all applicable law”). This is essentially a tautological requirement
telling IC elements not to violate the law; it stops short of an affirmative duty to undertake a review of
legal authority prior to acquisition.

190. The paradox is succinctly described as “a fundamental paradox in the determination of demand
for information; its value for the purchaser is not known until he has the information, but then he has in
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the ability to make a competitive sale if it gives away information about its source
at no cost during the pre-procurement phase. However, this concern is probably
misplaced. If the information reseller is truly acting as a mere intermediary by
buying and immediately reselling information from one source, then this may
indeed be a problem. However, many information resellers enrich their products
by either combining them with other sets of data or through in-house analytic
processes.'”! Although AI companies generally consider their training data confi-
dential,'* information resellers are different and must be able to explain their
data in order for it to have any value to a potential purchaser. Lastly, a vendor’s
competitive advantage could be maintained by protecting provenance informa-
tion as proprietary business information, i.e., “PROPIN.”'%?

Importantly, a solution like data provenance would not absolve the IC of its
responsibility to follow the law.'” The FAR identifies the “direction and control
of intelligence and counter-intelligence operations” and many federal procure-
ment activities as inherently governmental functions; contractors are prohibited
from engaging in these functions.'®> The CAI Framework places many affirma-
tive burdens directly on the IC element engaged in the procurement process.'”® In
fact, if one IC element has already completed pre-procurement analysis required
for sensitive CAL""" other elements may rely on that analysis, but “remain indi-
vidually responsible for compliance” with the CAI Framework and their own pol-
icies.'”® Data provenance, then, should be thought of as just one tool provided by
an information reseller to assist an IC element in conducting its own due

effect acquired it without cost.” Kenneth J. Arrow, Economic Welfare and the Allocation of Resources
for Invention, in THE RATE AND DIRECTION OF INVENTIVE ACTIVITY: ECONOMIC AND SOCIAL FACTORS
609, 615 (1962).

191. E.g., What is Data Enrichment and How Does It Work?, EXPERIAN, https://perma.cc/J6XK-
LBCD?type=image (discussing Experian’s data enrichment service).

192. Will Knight, Al Is Becoming More Powerful—But Also More Secretive, WIRED (Oct. 19, 2023,
12:00 PM), https://perma.cc/EHD3-F8RK.

193. CUI Category: General Proprietary Business Information, NAT’L ARCHIVES, https://perma.cc/
U4UD-EWRB.

194. See also Radiation Safety and Regulation Before the J. Comm. on Atomic Energy, 87th Cong.
366 (statement of Vice Adm. Hyman G. Rickover, Chief, Naval Reactors Branch) (“Responsibility is a
unique concept . ... You may share it with others, but your portion is not diminished. You may delegate
it, but it is still with you. You may disclaim it, but you cannot divest yourself of it. Even if you do not
recognize it or admit its presence, you cannot escape it. If responsibility is rightfully yours, no evasion,
or ignorance or passing the blame can shift the burden to someone else. Unless you can point your finger
at the [person] who is responsible when something goes wrong, then you have never had anyone really
responsible.”).

195. FAR 7.503(a), (c)(8), (c)(12) (2025). There are dozens of statutes, both codified and at large,
which discuss restrictions on inherently governmental functions. E.g., Consolidated Appropriations Act,
2010, Pub. L. 111-117, § 743(e), 123 Stat. 3034, 3217 (2009). Therefore, these provisions have a
statutory basis and are likely to survive the FAR overhaul. See supra note 28. These provisions were
included in the FAR Council’s deviation guidance for Part 7. FAR Overhaul - Part 7, ACQUISITION.GOV,
https://perma.cc/6HV2-STOP.

196. See CAI FRAMEWORK, supra note 83, at 2-3 (requirements for all CAI); id. at 3-10
(requirements for sensitive CAI).

197. Id. at 5-6.

198. Id. at 6.
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diligence—not as a replacement for independent judgment or discretion of the
element.

The core difficulty with implementing data provenance as a solution is prob-
ably defining what counts as an “original source.”'” For example, if a consumer
inputs their cell phone number into a marketing database to get a discount on a
purchase,”™ is the consumer the “original source™? Or is the cell phone company
the “original source,” with the consumer serving as intermediary between the cell
phone company and the marketer, providing some data unique to them (the asso-
ciation of the phone number with their identity) along with some data from
another source (the phone number given to them from their provider)?

There are at least two candidate definitions. First, one could define the “origi-
nal source” as the most distant step from the information reseller where the infor-
mation was not “sold,” i.e., the source that the first purchaser of the information
used. Second, one could define the “original source” as the natural person, organi-
zation, or entity that the information is about; many privacy laws would refer to
this as the “data subject.”*"!

The first-purchaser definition would produce two issues. First, although it
doesn’t appear that the customer in the example above was “selling” information,
it’s at least arguable that they provided their cell phone number as consideration
in exchange for the marketing provider’s consideration of a discount on a future
purchase—and there seems to be no obvious reason this consideration-for-
consideration exchange would not constitute a sale.**> Second, and perhaps more
importantly, this definition would stop the source chain any time an information
reseller was able to obtain information for free, for instance by web scraping or
amassing public records. This is especially problematic for iterative cases of free
collection. For example, Professor Jason Rantanen at the University of lowa has
produced a database containing “all opinions, orders, and summary affirmances
that were released on the Federal Circuit’s website” from the mid-2000s and
made this database publicly accessible.**® Assuming that the “original source” for
this data is the Federal Circuit,®® Prof. Rantanen accessed the information for
free and then provided “[p]ublic access to the database . .. in an easy-to-use web-

199. The CAI Framework also uses the term “original source.” Id. at 2, 6. However, it does not define
the term, leaving the definitional problem unresolved. See id. at 11-12 (definitions section).

200. See generally Kim Komando, Is It Smart to Hand over Your Email Address and Phone Number
for Discounts?, USA TODAY (Dec. 21, 2023, 5:18 AM), https://perma.cc/NWY9-Y2LL.

201. See Data Subject, INT’L ASS’N OF PrIV. PROS., https://perma.cc/UALS5-5PAB (click on “Data
Subject”) (providing an industry definition of the term).

202. Colorado’s data privacy law, for example, defines “sale” to include an “exchange ... for
monetary or other valuable consideration.” Colorado Privacy Act § 1, 2021 Colo. Sess. Laws 3445,
3449 (codified at COLO. REV. STAT. § 6-1-1303(23)(a)) (emphasis added).

203. The Compendium of Federal Circuit Decisions, U. IOWA, https://perma.cc/9F37-KAQS5. For
more information on Professor Rantanen’s Compendium project, see Jason Rantanen, The Landscape of
Modern Patent Appeals, 67 AM. U. L. REV. 985 (2018).

204. Assuming, in this case, based on an intuitive, “I know it when I see it” approach to what might
be considered the source of the data. See Jacobellis v. Ohio, 378 U.S. 184, 197 (1964) (Stewart, J.,
concurring) (applying “I know it when I see it” test to obscenity). This assumption is intended only to
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based interface.””® This public access means that an information reseller could
scrape the database for free, making the information reseller—at best two steps
removed from the assumed original source—the “original source” under a first-
purchase definition.

The “data subject” definition is probably a better choice for determining what
the “original source” of information is. Although many sources describe a data
subject as a natural person,”* the IC’s use of CAI includes many types of data
other than personal data,*”’ so this Note will broaden the definition to include ju-
ridical or corporate persons as well. Using the data-subject definition of original
source would require information resellers to provide provenance information
tracking iterative transfers and sales of data all the way back to when the informa-
tion was collected from or submitted by the data subject. This approach would
solve some of the problems discussed above (e.g., an individual’s phone number
is clearly “about” them, even if the phone company assigned it to them). This def-
inition also corresponds more closely with the IC’s elevated level of concern
regarding sensitive CAI because it would necessarily provide detail on the point
of collection for sensitive information or sensitive data about U.S. persons or peo-
ple in the United States.

However, given the complexity of the development of CAI, often involving
multiple data sources and iterative sales between multiple layers of information
resellers,” it is unclear how difficult—or even possible—it would be to trace
data back to its original sources. Therefore, the most flexible approach to data
provenance is likely requiring contractors to provide as much data provenance in-
formation as possible in offers to sell information to an IC element, but not
restricting an element’s ultimate choice of which offers it accepts in the procure-
ment process. This approach would give the most information possible to an IC
element looking to purchase CAI while not hamstringing IC element flexibility in
purchasing data with only minor or trivial gaps in the provenance. If a blanket
requirement to provide data provenance information for a// sales of CAl is too re-
strictive, then Congress or the FAR Council could make it permissive for non-
sensitive and publicly available CAI but mandatory for any information which is
either sensitive or not publicly available.

B.The FOCI Approach

There are multiple possible options to control the acquisition of CAI from in-
formation resellers operating under foreign ownership, control, or influence
(FOCI). Purchases of CAI from companies operating under FOCI could be

demonstrate problems with the first-purchaser definition, not to be a guide for how a buyer should
interpret “original source” under that definition.

205. The Compendium of Federal Circuit Decisions, supra note 203.

206. See, e.g., Data Subject, supra note 193.

207. See CAI REPORT, supra note 84, at 8 (identifying “Banker’s Almanac” and “Jane’s Online,” two
data sources that are not about natural persons, as types of CAl in use by the IC).

208. See CAI REPORT, supra note 84, at 3.
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completely prohibited, like coastwise shipping under the Jones Act,*”

ited only for certain countries, like the restrictions on printed circuit boards.
Because the first two methods are relatively inflexible, this Note proposes that a
FOCI approach would be most effective if conducted as an individualized review.
This Section will propose and analyze two alternative individual-review models:
the Defense Counterintelligence and Security Agency (DCSA) model and the
Committee on Foreign Investment in the United States (CFIUS) model.

DCSA is the “Cognizant Security Office for the DoD portion of the National
Industrial Security Program.”*"" Part of its role is to conduct a review of compa-
nies operating under FOCI that wish to obtain a “facility clearance” for classified
DoW government contracting work.”'> Generally, companies operating under
FOCI are prohibited from obtaining these contracts,”'®> but DCSA sometimes
approves companies operating under FOCI after they agree to certain mitigation
procedures.”'* Because DCSA already has such a robust process, it could be effi-
cient to have DCSA conduct these reviews itself. Several factors that DCSA al-
ready considers when granting facility clearances would be easily portable for
FOCI review of information resellers. For example, DCSA currently evaluates
the “type and sensitivity of the information that will be accessed” by the com-
pany.*'” For information resellers, DCSA could instead consider the type and sen-
sitivity of the information that will be provided to the government. DCSA already
evaluates the “nature of any relevant bilateral and multilateral security and infor-
mation exchange agreements” between the United States and the foreign inter-
est.”'® Agreements like the EU-U.S. Data Privacy Framework®'’ would be
relevant to FOCT analysis in this step.

“CFIUS is an interagency committee authorized to review certain transactions
involving foreign investment in the United States ... in order to determine the

or prohib-

210

209. The Jones Act’s cabotage provision, 46 U.S.C. § 55102(b), require coastwise cargo (cargo
shipped between two U.S. destinations) be shipped by vessels that are built, owned, and registered in the
United States. Constantine G. Papavizas & Brooke F. Shapiro, Jones Act Administrative Waivers, 42
TuL. MAR. L. REV. 317, 318 (2018). However, even this broad prohibition is subject to waiver by the
Secretary of Homeland Security when “necessary in the interests of national defense.” 46 U.S.C. § 501
(a)(1), (b)(1).

210. See supra notes 61-63 and accompanying text.

211. Industrial Security, DEF. COUNTERINTEL. & SEC. AGENCY, https://perma.cc/UHD7-5SJU.

212. DCSA is not the only agency to conduct these reviews; all cognizant security agencies do. See
32 C.FR. § 117.3(b) “CSA” (2025) (identifying cognizant security agencies). Due to the size of the
DoW, though, DCSA has a very robust program. Foreign Ownership, Control, or Influence, DEF.
COUNTERINTEL. & SEC. AGENCY, https://perma.cc/GP4D-UVXS8; see generally 32 C.FR. § 117.11
(2025).

213. 32 C.F.R. § 117.9(c)(6) (2025).

214. See 32 C.F.R. § 117.11(d)(2), (h) (2025); see also Mitigation Process, DEF. COUNTERINTEL. &
SEC. AGENCY, https://perma.cc/U7L2-XEF7; Robert A. Geckle, Jr., Investment in The U.S. Aerospace
and Defense Industry—Legal and Regulatory Pitfalls In ‘Small’ Deals, 52 Gov’t Contractor q 355, at
10 (2010) (discussing implications for businesses that undergo FOCI mitigation).

215. 32 C.F.R. § 117.11(b)(4) (2025).

216. 32 C.F.R. § 117.11(b)(6) (2025).

217. See generally Data Privacy Framework, FED. TRADE COMM'N, https://perma.cc/M8A4-25MZ.
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effect of such transactions on the national security of the United States.”*'® Whereas
DCSA approval could be considered a “positive” check because no company oper-
ating under FOCI can obtain a facility clearance except through FOCI review and
any applicable mitigation, CFIUS review could be considered a “negative” check
because foreign investment in the United States is generally allowed except when
that investment would pose a national security risk.*"® For transactions or invest-
ments covered by Section 721 of the Defense Production Act,?* the IC assists with
the national security threat assessment.”?' CFIUS considers some factors relevant to
CAI procurement. For example, CFIUS considers “the potential national security-
related effects on United States critical technologies.””** The close relationship
between CAI and Al in the IC necessarily means that procurement from foreign in-
formation resellers will have such effects. However, many of the CFIUS factors do
not neatly overlap with concerns relevant to selling data to the IC.**

Ensuring that an organization selling data to the IC is not operating under FOCI
sounds like an appealing and straightforward solution. After all, the Congress has al-
ready prohibited the DoD from acquiring relatively banal items like face masks and
surgical gowns from certain countries.”* Prohibiting the IC from acquiring CAI from
information resellers in those countries might seem like a good idea: foreign compa-
nies providing information to the IC have a unique opportunity to directly inject pois-
oned data into U.S. national security systems. Moreover, establishing a FOCI review
requirement could benefit U.S. companies: legislation like the Buy American Act al-
ready encourages the government to prefer U.S.-based purchases (and perhaps boost
the U.S. economy®*®) when procuring materials or supplies “for public use.”**®

218. The Committee on Foreign Investment in the United States (CFIUS), U.S. DEP'T OF THE
TREASURY, https://perma.cc/7ASW-DEBU.

219. Compare 32 C.F.R. § 117.9(c)(6) (2025) (entities ineligible only if not under FOCI), with
CFIUS Frequently Asked Questions, U.S. DEP’T OF THE TREASURY, https://perma.cc/2B3U-TCTZ (click
on “Is the United States still open to foreign investment?”’) (“CFIUS ... enhances confidence in the
nation’s longstanding open investment policy by continuing to restrict only those foreign investments
that pose national security concerns.” (emphasis added)).

220. Section 721 is the statutory source of the CFIUS process. It is codified at 50 U.S.C. § 4565.

221. See generally OFF. OF DIR. OF NAT’L INTEL., INTELLIGENCE COMMUNITY DIRECTIVE 211:
INTELLIGENCE COMMUNITY SUPPORT TO THE COMMITTEE ON FOREIGN INVESTMENT IN THE UNITED
STATES THREAT ANALYSIS PROCESS (Sept. 2022).

222. 50 U.S.C. § 4565(£)(7).

223. For example, CFIUS also considers “the potential effects of the ... transaction on [U.S.]
international technological leadership.” Id. § 4565(f)(5). It’s unlikely that the U.S. government’s
acquisition of data possessed by a foreign information reseller would do anything but increase our
country’s international technological leadership.

224. See supra notes 25-27 and accompanying text. Because these prohibitions are codified in
statute, this Note uses the term “DoD” here.

225. Of course, it’s debated whether this kind of law benefits or hurts the U.S. economy. See
generally, William Alan Reinsch, John Hoffner & Jack Caporal, A World in Crisis: Will Buying
American Help or Hurt?, CENT. FOR STRAT. & INT’L STUDS. (Apr. 10, 2020), https://perma.cc/4L5F-
DR7V.

226. 41 U.S.C. §§ 8301-8305. See also Build America Buy America Act, Pub. L. No. 117-58,
§§ 70901-70952, 135 Stat. 429, 1294-316 (2021). Interestingly, Executive Order 14,005 defines the
term “Made in America Laws” to “include laws requiring domestic preference for maritime transport,”
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However, it may not be appropriate to reflexively associate FOCI with danger.
Although there are certainly risks to obtaining information from entities under
the control or influence of foreign governments, it is important to remember that
foreign sources may be much more likely to possess the kind of CAI that is of the
greatest value to the IC, and potentially also with the lowest risk of U.S. person
information. Given that procurement of CAI “can be used to reduce cost and risk
of acquisition that might otherwise occur through clandestine means,”**’ a strong
argument could be made that the IC could derive significant value from obtaining
CALI from entities under FOCI. To put a finer point on it, one could fairly say that
obtaining information from entities under the ownership, control, or influence of
foreign governments is the mission of the IC, and so CAI acquisitions from these
sources should be encouraged instead of discouraged.”®

Balancing the delicate and competing interests involved when purchasing data
from companies under FOClI is likely to be a difficult issue with many close cases.
While IC elements ultimately have the responsibility to access and collect CAI
responsibly,”® a FOCI review conducted by DCSA or a similar organization
would help IC elements make informed decisions about foreign information
resellers. Ultimately, given that the DCSA review is focused on suitability for
participation with the U.S. government in contracting activities, it is probably a
better fit for assessing CAI providers than CFIUS. If, however, a U.S. information
reseller—especially one with an ongoing contractual relationship with the IC—
was involved in a CFIUS-covered transaction, then CFIUS would obviously be
the preferred FOCI evaluation method.

C. The Certification Approach

In a certification approach, information resellers would need to attain a certifi-
cation in advance of contracting with the IC—or perhaps more broadly with the
federal government—in order to verify that they are compliant with specific prac-
tices. Most likely, this would have to be accomplished with third-party accredita-
tion organizations, because it is not practical to expect the GSA or the IC to be
able to certify (and potentially re-certify at some periodicity) thousands of infor-
mation resellers without standing up an independent agency to do s0.**°

An obvious prerequisite to establishing a certification is identifying the prac-
tices or standards that the information reseller would need to meet. Although

such as the Jones Act. Exec. Order No. 14,005, 86 Fed. Reg. 7475 (Jan. 25, 2021). For a brief discussion
of the Jones Act, see Papavizas & Shapiro, supra note 209.

227. CAI REPORT, supra note 84, at 9.

228. See 50 U.S.C. § 3036(d)(3) (directing the CIA to coordinate “the collection of national
intelligence outside the United States” (emphasis added)); 50 U.S.C. §§ 1801(e) (defining foreign
intelligence information for Foreign Intelligence Surveillance Act purposes); 50 U.S.C. § 3043a(b)(5)
(requiring the DNI to develop a national intelligence strategy assessing “threats from foreign
intelligence”).

229. See supra notes 186-190 and accompanying text.

230. See How to Stop Data Brokers from Selling Your Personal Information, KASPERSKY, https://
perma.cc/F5DJ-6S6X (estimating there are 4,000 information resellers globally). I understand the irony
of citing Kaspersky in this Note. See notes 5—-6 and accompanying text.
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information resellers currently lack an industry-wide set of best practices,' the
IC could choose to require information resellers to abide by certain parts of the
CAI Framework. For instance, the IC might require that information resellers
selling sensitive CAI comply with the Framework’s security requirements.**
Alternatively, the IC could require that information resellers abide by certain eth-
ical principles regarding data collection.***

The key advantage of a certification approach is that it enables the same “do
once, use many times” benefit of the FedRAMP program.>** Because a certifica-
tion program could grade for a strong data provenance program or a lack of
FOCI, it could eliminate the need for one IC element to repeatedly assess either
for dealing with a particular information reseller. And because a certification pro-
gram could be administered by the ODNI, it could be designed to be portable
between IC elements to prevent duplication across the IC.

However, a certification program also comes with its share of drawbacks. One
major disadvantage is the cost of a certification program. CMMC certification for a
small business is estimated to cost $100,000,>*> and FedRAMP certification costs an
average of $1,000,000.7° Another obvious disadvantage is that a CAI certification
program would itself be duplicative in many ways of CMMC, which the DoW al-
ready intends to apply to all of its contractors. Given that nine of the eighteen ele-
ments in the IC are in the Department of War,”” many information resellers courting
federal contracts will have already pursued CMMC certification. Lastly, it seems that
a certification program is unnecessary given the structure the CAI Framework has
established. The CAI Framework already requires IC elements to “maintain and
make available to other IC elements documentation regarding” CAl, and it authorizes
IC elements to “rely on the most recent . .. assessments conducted by other IC ele-
ments with respect to the same Sensitive CAL”>*® While this sharing authorization
applies only to sensitive CAL it’s worth noting that most of the limits the framework
places on the acquisition or collection of CAI only apply to sensitive CAI Therefore,
collaboration regarding non-sensitive CAl is likely permissible and beneficial.

CONCLUSION

CAl is an important part of our nation’s intelligence collection and analysis frame-
work, and its use in Al means that it is only going to become more important over

231. JOANNE KiM, DATA BROKERS AND THE SALE OF AMERICANS’ MENTAL HEALTH DATA 17 (2023)
(“The lack of regulation in the U.S. and the opaque nature of the data broker industry has allowed data
brokers ... to maintain inconsistent business practices concerning data quality, accuracy,
deidentification, data aggregation, data procurement, and data storage.”).

232. CAI FRAMEWORK, supra note 83, at 7-9.

233. See Angelique Carson, Data Brokers Demystified: A Call for Ethics, INT’L ASS’N PRIV. PROS.
(Sept. 19, 2014), https://perma.cc/HAS54-FBLY (recommending data brokers know their data source,
classify sensitive data, and be transparent to consumers).

234. See supra notes 38-39 and accompanying text.

235. Greenwalt, supra note 167.

236. Compliance can range significantly, between $150,000 and $2,000,000. Zakaria Sahnoune, How
Much Does Fedramp Certification Cost?, SEC. COMPASS (Apr. 10, 2024), https://perma.cc/UY2J-NJJL.

237. CAI FRAMEWORK, supra note 83.

238. CAI FRAMEWORK, supra note 83, at 3, 6.
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time. The IC cannot afford to hamstring itself by cutting off its access to CAI com-
pletely, because our adversaries will continue to procure CAI to their own advantage.
This reality underscores the fact that the U.S. IC must procure CAI responsibly. Just
as the government has taken steps to safeguard our physical and cybersecurity supply
chains, there is room for intelligent security controls to ensure that CAl is trusted, not
poisoned, and handled appropriately given its level of sensitivity.

The IC should avoid any system or process that creates a single point of failure.
The best processes to secure our information supply chain are processes where
multiple players can each contribute to the solution through their own expertise.
Many current controls employ such an approach: government organizations pro-
vide requirements or evaluations (such as the standards from NIST or the facility
clearances from DCSA), third-party assessors evaluate and monitor compliance
(such as in CMMC and FedRAMP), contractors have an individual responsibility
to provide information on their compliance (such as self-attestation required for
software providers), and procuring agencies have ultimate responsibility to draft
solicitations that fit their needs and actually engage in purchases.

Requiring information resellers to provide the provenance of their data is an
excellent solution because it ensures that the IC element knows what it is buying.
Just as an ingredients list or allergen warning helps consumers in grocery stores,
and just as software bills of materials help government procurement of software,
data provenance will help the IC consumer make informed decisions about
acquiring CAl, especially for non-publicly available or sensitive CAL. However,
each IC element must still do its own due diligence for CAI procurement—as it
would for any other procurement—and not blindly trust what a contractor with a
vested interest tells it. Congress or the FAR Council should therefore add lan-
guage implementing this requirement for CAI purchases.

While some degree of FOCI review may be worthwhile, a program that estab-
lishes absolute bars on engaging with companies under FOCI is likely to have
unintended consequences. The IC should strongly consider allowing purchases of
CAI from foreign information resellers but should also ensure that it is doing so
in a way that is cognizant of the risks to national security that foreign providers
present. Although both DCSA and CFIUS have existing programs, DCSA’s pro-
curement-focused program is probably a better fit for most CAI contexts. The
ODNI should require that IC elements seeking to procure CAI from foreign enti-
ties evaluate those sources via FOCI review.

Lastly, while a certification program might seem to present some advantages,
it would be costly and duplicative to implement. Moreover, until there are clear
standards for the information reseller industry—whether imposed unilaterally
through federal law like the American Privacy Rights Act or adopted voluntarily
as industry best practices—a certification program may be premature. Adoption
of robust data provenance requirements and FOCI review when necessary should
have major positive effects on the CAI procurement process. If additional proce-
dures still seem necessary after those two have been adopted, the government can
consider certification.
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